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- CODE OF ETHICS AND CONDUCT -

The Code of Ethics and Conduct (hereinafter also “Code”) is one of the tools of corporate social responsibility 

for the dissemination and implementation of good behavior practices. A fortiori, More Than Access S.r.l. 

Società Benefit (hereinafter also “MTA” or “the Company”) feels committed to it as a Benefit Society. 

It is a self-regulatory tool: this means that organizations that adopt it, do so voluntarily because they recognize 

that having explicitly formulated, voluntary rules, demonstrating the possibility of making choices consistent 

with their values and not because they are imposed by regulations. 

MTA’s Code of Ethics and Conduct was born out of this conviction: being responsible means founding the 

relationship between people, on the goal of the common good, which is not achieved by adding up everyone’s 

utilities, but by building in a shared way a value system to which each person spontaneously adheres, having 

participated in its definition. 

The Code is intended to be a reference point and guide for those who work at MTA and for those who have 

an interest in pursuing its Mission. It expresses commitments that every MTA employee-each according to his 

or her role, responsibilities, and natural aptitude-undertakes in conducting every business activity, beyond 

what is prescribed by law, toward all of the company’s stakeholders. 

It is no coincidence that the path to its definition has been in place since the establishment of MTA, in order 

to meet new challenges and responsibilities in an ethical and transparent way while respecting the 

expectations of our people, the demands of our customers, and institutional changes. 

Different utilities of the Code of Ethics 

The Code serves primarily to define the admissibility or inadmissibility of behavior, but it also serves other 

purposes: 

a. propose ways of behavior that help guide one’s conduct in those areas of daily action where potential

conflicts between individual morals, business logic and different cultures may arise,

b. increase internal cohesion and system coherence: the Code aims to improve internal relations and

the formation of a unified and clear external image through the formation of a common feeling and

experience among all people in the Company,

c. foster the building of a climate of trust within the Company and toward its target “publics,” sustaining

MTA’s reputation in the eyes of its stakeholders.

MTA has constructed its Code as a guarantee and as an instrument of respect for "right" behavior, consistent 

with corporate values. For this reason, its intentions run deeper than any compliance with a legislative dictate 

and are integrally linked to its diverse and related purposes. 

A final notation concerns the proactive nature of the Code: it is not an instrument aimed at sanctioning, but 

at directing, defining guidelines for behavior in the various activities carried out. For this to be accomplished, 

it is very important that the most appreciated aspect is its overall inspiration and active participation in its 

elaboration, even more than individual directions. 
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Recipients of the Code 

The recipients of the Code are all those who in various capacities and with different responsibilities constitute 

the organization and/or directly and indirectly carry out its purposes. 

 

MTA’s stakeholders or interested parties. 

These are all parties with whom MTA enters into relations in the performance of its activities and who, in 

various capacities, contribute to the achievement of MTA’s Mission: 

Collaborators: these are those who, beyond the legal qualification of the relationship, have a working 

relationship with MTA aimed at achieving the purposes of the company. In addition to employees, project 

collaborators, interns and consultants also fall into this category; 

Customers: these are the organizations that, in the various markets of MTA’s business benefit from the 

Company’s services; 

Shareholders: are the owners of the Company, those who hold a share in MTA; 

Suppliers: are all those entities (individuals and/or legal entities) that, in various capacities, exchange with 

MTA goods, services, performance and resources necessary for the realization of its core business; 

Territory: includes the physical (environment) and social (community) context in which MTA is called upon to 

operate, whether locally, nationally or internationally; 

Institutions: these are the public entities with which MTA deals, beyond the consultative relationship the 

Company has with them; 

Socio-Economic System: includes all those actors (individuals and/or legal entities, including competitors) 

that may have an interest (even indirectly) in MTA operating honestly and fairly in its sector, collaborating in 

the creation of value for the Country System. 

 

The Mission of MTA 

MTA is a boutique consulting firm is a boutique consulting firm specialized in providing services that facilitate 

market access for healthcare technologies. MTA is founded upon the idea of building healthy partnerships 

with scientific societies, Institutions and academia, patient associations and companies offering 

complementary services and is oriented to the European context through the development of strategic 

collaborations with agencies in other countries 

Based on the knowledge of the target market and the analysis of its continuous evolution, MTA intends to 

offer customized solutions to support all stakeholders in the drug supply chain and in particular 

pharmaceutical companies-whether Big Pharma or start-ups-in order to optimize the access of health 

technologies up to the patient, in an effective, timely and sustainable way, producing value, bringing it to the 

surface and contributing to the realization of a circular economy attentive to the welfare of the socio-

environmental and economic context. 
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The Values of MTA 

These are the guiding principles that form the backdrop for MTA’s daily activities, in which we recognize 

ourselves and on which we formulate lines of conduct to achieve our strategic goals: 

Sustainability 

Socio-environmental and economic sustainability is an indispensable value in the operations of MTA, which 

is also committed to publicizing its practice to customers, suppliers and partners. The extension of circular 

economy is a concrete way of this. 

Sharing economy 

Participation in the value generated by the company, as well as by any other organization or institution by all 

those who contribute to it, is the main driver of MTA’s activities. This is so that it can be a role model for the 

community and its sector in terms of economic relations. 

Being Benefit 

MTA is a Benefit Society and has chosen to generate, as part of its activities, common benefits to be shared 

on the community. The main one is to assist community actors in making explicit all the value they generate 

and to make all those who contribute to it share in it. MTA believes that it must fulfill this commitment with 

all the means at its disposal to extend this way of doing economy as widely as possible and help make it the 

prevailing one to originate a positive impact in terms of social utility. 

Collaboration, Participation and Partnership 

Trust is the basis of every professional and business relationship and sets any MTA relationship with 

customers, suppliers, collaborators, employees, as well as among Shareholders. It means a trust that leads to 

concrete collaboration and, wherever the conditions exist, to partnerships with benefit not only does the 

parties, but for the community. MTA believes that these values help develop a strong sense of belonging. 

Honesty, Consistency and Transparency 

Clarity of rules, consistency of professional action with them, and transparency in applying them are the 

guidelines of MTA’s actions and its communication to the outside world. We must be able to recognize our 

limitations and cultivate all potential for improvement. 

Skills and Quality 

Possessing the skills necessary to carry out activities goes hand in hand with MTA’s high standard of quality. 

This is the standard that applies to everyone who works in our company and the standard we want those who 

come to us to reach. We want to be a strongly results-oriented entity, so that we are recognized as a quality 

partner, always providing added value. 

Innovation 

Innovation is part of our genetics: stepping outside the usual in a world of perpetual change is the 

foundational element of our business. We conceptualize innovation in the approach to business, organization, 

and the system of social relations underlying all economic activity. We always want to be one step ahead, and 

therefore we are always looking for innovations, in terms of new technologies and approaches, that can also 

possibly be ahead of the times. 

Work-Life Balance and Attention to People 

Work-life balance, for everyone (women and men), is an essential part of the necessary respect for all people. 

We want to bring attention to people’s needs so that we can notice any difficulties they may have and prepare 

what is in the power of the Company to help them. Even in our bylaws we have made reference to this primary 
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value, publicly manifesting since the company’s incorporation the will to “pursue the creation of the best 

possible conditions of welcome, flexibility and quality of work, in order to attract, grow and retain talented 

people, enhancing their vocations and aptitudes, not only those of a purely professional nature, favoring the 

use of innovative and technological solutions aimed at implementing a work-life integration philosophy”. 

Recognition of merit 

Recognizing the potential and merit of each person and enhancing their characteristic elements is a 

particularly important value for MTA and is intended to be the subject of discussion with all the Company’s 

resources and, above all, of a process of continuous improvement. 

 

The Standards of Conduct 

These are the indications emerging from the responsibilities that, in light of the principles on which we base 

our activities, we assume to all our stakeholders. 

 

Responsibilities to Co-workers 

Valuing people 

MTA ensures a work dimension in which everyone can collaborate, expressing their professional aptitude. 

To this end, it undertakes to: 

a. Investing in skills development, capitalizing from the diversity in the Company, valuing the potential 

and commitment of everyone, 

b. Prepare refresher and training programs designed to enhance specific professional skills and to 

preserve and develop the competitiveness of employees within the Company and in the external 

labor market. 

Motivation of people 

MTA interprets the enterprise as the place of responsibility. 

It is committed to creating the conditions for management to maintain a high level of sharing with employees, 

noting their expectations, taking charge of them where possible and proposing appropriate organizational 

solutions. 

In particular, MTA is committed to: 

a. Clearly communicate and share professional paths and related evaluations, improvement goals for 

each professional profile, 

b. To make the processes for evaluating company pathways, as well as incentive mechanisms (economic 

and non-economic), homogeneous. 

Equity 

MTA is committed to promoting and fostering the recognition of merit by developing tools for listening and 

dialogue with people, tools that enable their professional and personal needs to be translated into effective 

organizational solutions, while respecting the Company’s economic sustainability requirements. 

Involvement of collaborators 

MTA promotes the involvement of people. To this end, it is committed to: 

• Clearly define roles, 

• Organize periodic meetings to share business goals, 
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• Develop a positive work climate in which everyone can express their concerns in good faith and with 

fairness, 

• To make MTA an environment capable of attracting motivated and talented people by offering them 

a learning opportunity based on active and direct experience, 

• Encourage a culture of exchange and sharing within the Company and within work teams. 

Respect 

MTA protects the physical and moral integrity of its people: 

a. ensuring a dimension of work free from improper pressures and conditioning (internal and external), 

b. identifying ways to pay attention to the needs of people who work in MTA, especially in difficult 

situations that may prevent normal work performance. 

In addition, the Company establishes procedures relating to the conduct that must be maintained by 

employees in order to minimize the risk of accidents and, in general, to safeguard the healthiness of the work 

environment, in compliance with current regulations. 

Knowledge management and sharing 

Each employee, in order to legitimize MTA’s professional identity, is expected to disseminate information and 

knowledge within the enterprise, never manipulating it or using it to increase his or her personal power to 

the detriment of those around him or her or to the detriment of the enterprise itself. 

Conflict of interest 

Each employee must avoid situations in which conflicts of interest with MTA may arise and must refrain from 

taking personal advantage of possible business opportunities related to the performance of his or her duties. 

Diligence in the use of corporate resources 

Every employee is expected to use company resources diligently in order to prevent harm or reduced 

efficiency. 

 

Responsibility to Members 

Value creation 

MTA is committed to the creation of medium- to long-term value for its members through sustainable 

management of its activities and efficient use of its resources that preserves and fairly remunerates their 

investment over time. 

Reputation 

MTA protects the Company’s brand and reputation by refraining from actions that could discredit its image. 

It also acts with integrity in all institutional relations. 

Accountability 

MTA assumes a duty to hold shareholders accountable for the consistency between announced goals and 

achieved results, including a commitment to sustainable management of its business. 

 

Responsibility to the Benefit Society System 

Interdependence 
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MTA is aware of the novelty and importance of the paradigm shift that the introduction of Benefit Societies 

has brought to the role of business in the economy and society. A new paradigm that commits all Benefit 

Societies to actively involve themselves in its dissemination and implementation. 

Such implementation necessarily passes through a link of mutual interdependence between Benefit Societies. 

MTA, though autonomous in the choices pertinent to it, imprints its relations with other S.B. on maximum 

interdependence. 

Openness to collaboration 

MTA, believing that one of the hallmarks of interdependence, is the openness of each S.B. to collaboration 

with other S.B.’s, is committed to collaborating with other Benefit Societies on all fronts where such 

collaboration may be functional to the affirmation of this new economic paradigm of ours. 

The desirable areas of collaboration 

MTA is committed to cooperating with other S.B. in particular, but without excluding other possible ones, in 

the following areas of activity: 

a. In identifying areas for collaborative conduct of business activities in the market; 

b. In creating opportunities to facilitate economic activities among S.B. in conducting business among 

S.B; 

c. in the search for opportunities to identify common benefits that, chosen jointly by several S.B. 

multiply the positive impacts on the recipients; 

d. in creating organizational and associative conditions so that S.B.’s can come together in one 

Community to better protect, popularize, and implement for the benefit of society as a whole the 

model of conducting economic activity that characterizes them. 

 

Responsibility to Clients 

Honesty in relationship 

MTA imprints its relationship with the client on a logic of medium- to long-term partnership. It is committed, 

however, to avoiding situations of mutual "dependence" that may hinder mutual growth. 

At all the different stages of a consulting engagement, MTA will operate with the utmost intellectual honesty, 

if necessary communicating its decision to exit the client relationship for the sake of the client and MTA. 

Transparency in the relationship 

MTA provides only those professional services that it is within its ability and competence to render, never 

operating below what it has committed to do. 

Equity, effectiveness and efficiency in the relationship 

At all times in the consulting relationship, MTA ensures effective and efficient use of the client’s resources, 

requiring fair remuneration for services rendered, planning and--afterwards--reporting to the client on costs 

and resources actually committed to the project. 

Quality of supply 

MTA is committed to evolving organization, professionalism, and culture by having quality consulting offerings 

and customer service as its benchmark. 

Attention to customer needs 
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MTA, in accordance with its quality standards, adopts tools for continuous monitoring and evaluation of 

customer satisfaction. 

It is also committed to promptly translating individual customer needs into appropriate responses: 

a. capitalizing from past experience, but always looking for tailor-made solutions that take into account 

the reality in front of them, 

b. facilitating the sharing of any critical issues on a project at each stage of the consulting relationship. 

Communication and information "from" and "to" the customer 

MTA is committed to always make explicit to the customer the characteristics of the products and services 

offered, their limitations and potential. 

The Company manages and protects the confidentiality of customer information and data it comes into 

possession of. Each employee of the Company, in particular, will not use confidential information for personal 

purposes and will act wisely when working with a customer’s competitor. 

Independence 

MTA acts with fairness and integrity, protecting the trust of its clients and ensuring that its independence is 

not compromised or is, in any way, perceived as such. 

Under no circumstances will it subject the client to undue pressure to obtain a professional assignment. 

Sustainability 

Having chosen sustainability as its strategic orientation, MTA is committed, where the conditions exist, to 

offering its clients organizational solutions that move in the direction of combining profit maximization with 

better management of the social and environmental impacts of its business. 

 

Responsibility to Suppliers 

Relationship with suppliers 

MTA works for the creation, especially with consulting service providers who are partners on certain projects, 

of cooperative relationships aimed at the exchange of mutual information and expertise for the creation of 

common and shared value toward the client. 

Fairness in the relationship 

MTA imprints its relationship with suppliers on fairness and helpfulness, and is committed to adhering to the 

agreed-upon payment terms and schedules. Upon the occurrence of unforeseen events that would lead to 

changes in the initial contractual terms, MTA will not use its discretion to impose unfair terms on suppliers. 

Supplier selection criteria 

In the procurement of goods and services, MTA always seeks quality and cost-effectiveness of supply, 

recognizing equal opportunities for suppliers through the use of objective and impartial evaluation and 

qualification criteria. 

Gifts and benefits 
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MTA avoids all forms of illicit payments to suppliers or their representatives and does not bestow benefits 

and/or gifts intended to obtain special favorable conditions. Likewise, it rejects benefits and/or gifts from 

suppliers intended to obtain favorable conditions. 

 

Responsibility to the Territory  

Environment 

MTA considers environmental protection and preservation as one of its greatest responsibilities on the 

sustainability front. 

To this end, he undertakes: 

a. to promote an awareness-raising activity and implement a series of initiatives aimed at reducing the 

direct environmental impact of its activities, 

b. to raise awareness among all stakeholders both as individuals and as organizations (customers, 

suppliers, institutions...) to develop actions and tools aimed at significantly reducing the 

environmental impact of their activities. 

Attention to Community 

MTA wants to become a recognized player in the community in which it operates, a point of reference for 

new generations, and an authoritative interlocutor in local and national academia and research. 

To this end, it is committed to strengthening its presence in institutional contexts and developing innovative 

partnerships with key players in the local, national and international socio-economic environment that will 

raise the competitiveness and sustainability of the area. 

Responsible citizenship 

MTA is committed to acting as a responsible "citizen," listening to the needs of the area in which it is gradually 

called upon to operate and providing its community with skills and experience gained over time. 

Local development should be promoted through the selection of initiatives that are attentive to the real needs 

of communities and the local area, consistent with the goal of sustainable value creation. 

 

Accountability to Institutions 

The directors, partners and all collaborators of MTA act toward institutions with integrity and loyalty. In 

compliance with the laws and norms, whether codified or not, of a civil coexistence marked by cooperation 

for the common good. 

In dealing with Institutions, in particular, it is forbidden to put in place initiatives aimed at obtaining favorable 

treatment for MTA or attempting to promote the interests of MTA or its clients by adopting (or attempting to 

adopt) conduct that could improperly influence a public official or a person in charge of a public service.  

It is therefore forbidden to offer public officials what could be perceived as gratuity intended to influence the 

recipient’s behavior: money, goods even of negligible value, entertainment, services or job offers may be 

perceived as the price of an undue favor. 
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Responsibility to the Socio-Economic System 

MTA and all its collaborators act towards the Socio-Economic System in full compliance with the rules of 

conduct and laws in force at the national and international level. In this regard, MTA is committed to 

implementing and maintaining continuous training of its resources (both in the entry phase and during their 

working life in the Company) on all the Policies that are attached and that are in fact an integral part of this 

Code, including the Anti-Corruption Policy and the Fair Competition Policy. 
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Annex 1 to the CODE OF ETHICS AND BEHAVIOR 

 

- ANTI-CORRUPTION POLICY - 

 

Preface 

More Than Access S.r.l. Benefit Company (hereinafter also “MTA” or “the Company”) intends to promote and 

consolidate internally a culture marked by ethics and integrity aimed at ensuring conditions of fairness and 

transparency in the conduct of business and corporate activities, to protect its position and image, the 

expectations of its stakeholders (employees, customers, suppliers, state and institutions, the community, 

etc.), in the belief that absolute respect for these values is an indispensable prerequisite for the achievement 

of the company's objectives of excellence. 

MTA is aware of the importance of having an internal control system suitable for preventing the commission 

of unlawful conduct by its directors, employees, etc. and therefore, the Anti-Corruption Guidelines aim to 

provide a systematic framework of reference of the rules and procedures on anti-corruption, to define roles 

and responsibilities, as well as to dictate prevention and control principals in relation to the management of 

relations with Public Administrations and Private Entities, in order to prevent, in the execution of business 

activities, the commission of corrupt acts that can seriously damage the image of the Company, as well as 

entail the civil and criminal liability of the collaborators involved. 

This Policy is drafted in compliance with the principles set forth in the Code of Ethics adopted by MTA, the 

laws, regulations and international standards provided for anti-corruption. 

 

Definitions 

• "Bribery": bribery means the offer or delivery, solicitation or receipt, directly or indirectly, of an 

undue advantage in money or other kind, to or from another person, so that the latter, in violation of 

his or her duties: 

- Acts or refrains from acting or because it has acted or refrained from acting; or 

- abuse of his actual or presumed influence or because he abused his actual or presumed influence; 

for the purpose of obtaining or retaining a bargain or any other inappropriate or improper advantage 

within the scope of their activities. 

• "Recipients": corporate bodies (Directors and Statutory Auditors), Employees, suppliers, consultants, 

attorneys, outsourcers, and others with whom the Company comes into contact in the conduct of 

business relations. 

• "Management" means the Sole Administrator, the Partners, the Managing Director and the Senior 

Management of the Company, depending on the meaning of the reference phrase. 

• "Event" means a work event, a social event, or a mixture of these two types of events attended by 

(among others) a Recipient. The three event categories are defined below: business events are aimed 

at the creation of a network of acquaintances, the discussion of professional and labor issues and in 

them topics related to the company's business are covered e.g. these are demonstrations, lectures, 

presentations, seminars, promotional activities, speeches, trade fairs dedicated to professionals 
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and/or activities for the sale of products and services and may include the serving of food and 

beverages; social events are aimed at relationship building and are focused on issues related to 

socialization such as get-togethers or company-organized sporting events, cultural events, 

recreational events, or inherent to any other type of interpersonal relationship, may include food and 

beverage serving and may not last longer than 24 hours; mixed events are directed simultaneously at 

both networking and dealing with professional and business topics and relationship building, may 

include food and beverage serving. 

• "Partners": parties with whom the Company comes into contact in the conduct of business relations 

and, more specifically, dealers who make use, for the sale of the products and/or services offered, of 

a network consisting of a plurality of entities with or without their own legal autonomy. As such, the 

Partner is a Recipient. 

• "Personnel" means all natural persons who have an employment relationship with the Company, 

including employees, temporary workers, collaborators, "interns," and freelancers who have been 

engaged by the Company. 

•  "Public Administration" or "P.A.": Public Administration shall mean: 

- the State (or State Administration); 

- o Public Entities; it is specified that the Public Entity is either identified as such by law or is an 

Entity subject to a system of public controls, to the interference of the State or other 

Administration in what concerns the appointment and dismissal of its directors, as well as the 

Administration of the Entity itself. It is characterized by the participation of the State, or other 

Public Administration, in operating expenses; or by the directive power that the State has over its 

organs; or by institutional public financing; or by public-initiative incorporation. Purely by way of 

example and not exhaustively, the following companies are to be considered Public 

Administrations in the broad sense: State Railways, Autostrade SpA, AEM Milan, etc. 

- Public official: one who exercises "a legislative, judicial or administrative public function." For the 

purposes of criminal law, "an administrative function governed by rules of public law and 

authoritative acts and characterized by the formation and manifestation of the will of the public 

administration or its performance by means of authoritative or certifying powers is public" (Article 

357 of the Criminal Code); 

- Person in Charge of a Public Service: one who "in any capacity performs a public service. Public 

service must be understood to mean an activity regulated in the same forms as public function, 

but characterized by the lack of the powers typical of the latter and with the exclusion of the 

performance of simple orderly tasks and the performance of merely material work" (art. 358 Penal 

Code). It is represented that "in any capacity" must be understood in the sense that a person 

exercises a public function, even without a formal or regular investiture (in charge of a "de facto" 

public service). Indeed, the relationship between the P.A. and the person performing the service 

is not relevant. 

• "Gift": Any type of gift, product, liberal disbursement or benefit (including anything of nominal value) 

that is given or received. Entertainment Expenses or Events are not included in this definition. Gifts 

of modest value are considered to be gifts, products, gratuities or benefits of an amount not 

exceeding €50.00. 

• "Senior Management" means individuals who hold representative, administrative or managerial 

positions in the Company or in an organizational unit of the Company with financial and functional 

autonomy. 

• "Disciplinary System" means the set of sanction measures applicable in case of violation of the 

procedural and behavioral rules provided by the Model. 
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• "Entertainment expenses" means the set of courtesies adopted as part of the usual course of 

business in which food and drink may be included. 

• "Utility" means anything of value, any sort of benefit including, but not limited to, money, loans, 

bonds, contractual rights or interests, real estate, personal property, or other interests arising out of 

a business relationship, gifts, entertainment, lunches, entertainment expenses, contributions or 

donations, travel and related expenses, discounts below market value, reimbursements, rebates, 

preferential treatment in supply, or privileged access to business opportunities, goods, services that 

have no reasonable business justification, or constitute an improper inducement. Also included in the 

definition "Utility" is the offer of employment. 

 

Policy 

MTA has a position of absolute intransigence against any form of corruption, including with regard to 

personnel of private companies. This position contributes to compliance with the commitments to which the 

Company has voluntarily bound itself also through the formalization of its Code of Ethics and Conduct. All 

Personnel are required, in carrying out their work activities, to take a position of firm opposition to all forms 

of abuse of office and corruption. 

MTA and Recipients are committed to ensuring that all laws and regulations aimed at combating corruption, 

in each jurisdiction in which it operates, are complied with in their entirety. 

 

Application 

All Recipients are required to act in accordance with this policy when acting for or on behalf of the Company. 

 

Rules and principles of conduct 

The following defines the standards of behavior to be observed by the Company and Personnel in order to 

ensure a "zero tolerance" approach to corrupt behavior involving members of the Public Administration and 

personnel of private companies. 

 

1. Prohibition of corruption in all its forms and general recommendations 

Any illegal and corrupt acts are prohibited. Recipients shall not: 

• Directly or indirectly offer money or other Utility to directors, general managers, managers in charge 

of drafting corporate accounting documents, auditors and liquidators, or those subject to the 

management or supervision of the aforementioned persons, of client or supplier Companies, or other 

entity, in order to obtain an interest or advantage of any kind, including obtaining or retaining 

business/business advantages for or on behalf of MTA; 

• Directly or indirectly solicit or accept money or other Utility from customers, suppliers, or other 

person or seek an advantage of any kind in return. 

Any conduct consisting of, but not limited to: 

• offer, suggest, authorize the offer or payment of money or other Utility in order to induce or 

remunerate an abuse of office of a function or activity, public or private; 

• Pay or approve the payment of money or other Utility in order to induce or remunerate an abuse of 

office of a function or activity, public or private; 
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• Accepting or soliciting payment of money or other Utility in order to induce or remunerate abuse of 

office of a function or activity, public or private; 

• Use funds known or suspected to be from a crime; 

• Assisting or participating in the performance of any activity constituting a crime; 

• knowingly establish, establish or maintain processes or procedures or schemes with the intent to 

make illicit payments; 

• Engage in any activities with consumers, customers, suppliers, business partners and other third 

parties that may constitute a crime. 

By way of example, the following activities may constitute Corruption: 

• The giving of money or other Utility in order to obtain a job opportunity; 

• the payment of money or other Utility to an employee of a legal person in order to obtain confidential 

information; 

• The acceptance of disproportionate gifts from a service provider. 

It is prohibited to circumvent the above requirements by resorting to different forms of aid and contributions 

which, in the form of, for example, sponsorships, appointments, consultancies, advertising, pursue the same 

purposes as those prohibited above.  

Each Recipient who accepts requests, solicitations, or authorizes someone to accept or solicit, directly or 

indirectly any economic advantage or other Utility from anyone (so-called passive bribery) is exposed to the 

same penalties as one who offers, promises, gives, pays, authorizes someone to give or pay, directly or 

indirectly, an economic advantage or other Utility to a Public Official or private party (so-called active bribery).  

 

Unlawful acts and corruption may expose personal criminal liability and liability to the Company under 

Legislative Decree 231/2001. 

If an employee is faced with the fork in the road between being involved in an activity involving the 

commission of an illegal act and concluding, through the exploitation of that activity, a bargain in the interest 

or for the benefit of the Company, he or she must choose to forgo the bargain. 

 

2. Entertainment expenses 

Representation Expenses must have an appropriate business purpose, must involve a relevancy to some form 

of business activity, and must be managed by the Business Functions within the limits of this Policy. 

 

3. Gifts, Business Entertainment and Events, Business Lunches. 

Recipients (or anyone on their behalf) shall not: 

• Give or receive any Gifts; 

• offer or agree to participate in commercial entertainment, events, or other forms of hospitality that 

might: 

- constitute grounds for improper influence or inducement (also taking into account their cost), 

including, for example, the expectation of receiving a business advantage or obtaining thanks for 

an advantage already obtained or could be perceived as such; 

- consist of gifts and/or participation in business events for friends or relatives of Recipients; 

- Violate laws and regulations or procedures of the Company. 

When offering or receiving Gifts of no small value or arranging/agreeing to participate in business 

entertainment and events the following principles must also be observed: 
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• the underlying reason for the Gift, business entertainment or event must be closely related to the 

business (for example: business relationship development or promotion of MTA's products and 

services); 

• these must be modest and reasonable in value, appropriate in all circumstances and such as not to 

compromise the integrity and reputation of the Company. In any case, gifts must not be perceived as 

being made in order to exert pressure or otherwise improper influence. Relevant in this context are, 

for example, the timing of the Gift, whether it was made in a transparent manner, and the recipient 

chosen. 

• these must be consistent with the context of the business opportunity and in accordance with 

customary business practices. 

• these must be transparent and openly discussed. In other words, if communicated to news 

companies, they must not cause embarrassment to the recipient or the Company; 

• these must be arranged temporally in an appropriate manner. In other words, they should not 

coincide with participation in a business offer, the process of acquiring a potential business, or any 

decision-making moment related to new business/transactions; 

• these must be consistent with all the requirements of this document, and for the same all approvals 

must have been obtained (see below). 

For the avoidance of doubt, the giving/receiving of Gifts of non-modest value and in any case the 

organization/participation in commercial entertainments and events are prohibited whether done directly (in 

person) or indirectly (through third parties), unless expressly authorized by Management. 

Management, upon receipt of the request, may decide not to act on it, if it does not meet company policy, or 

to express its favorable opinion (possibly with some reservations or comments). Lunches offered to/from 

actual and potential customers, consultants or suppliers that are of reasonable value, occasional and 

otherwise offered in connection with and on the occasion of business meetings are permissible. 

Under no circumstances should Gifts and Events be offered to members of the Public Administration, 

referents of Concessionary Companies, directors, general managers, managers in charge of drafting corporate 

accounting documents, auditors and liquidators, or to those subject to the direction or supervision of the 

aforementioned individuals. 

 

4. Use of Third Parties 

Recipients must be careful when selecting and/or working with third parties (agencies, Brokerage Companies, 

etc.). MTA, in fact, can be held liable for illegal acts and corruption committed by such third parties.  

The use of third parties should be carefully evaluated to check that it is consistent with the following 

principles: 

• the nature of the transaction and activities covered by the relationship with third parties, due to local 

practices must be consistent and in accordance with applicable laws or regulations; 

• the conditions of employment of the aforementioned third parties (especially the allocation and 

compensation arrangements) are clearly defined and enshrined in written agreements; 

• the proposed remuneration must be consistent with the services that are rendered, both in absolute 

terms and in relation to the value of the business at hand. 

MTA prohibits any Recipient or third party from giving, promising to give, offering money or other Utility to 

directors, general managers, executives in charge of drafting corporate accounting documents, auditors and 

liquidators, or to subordinates under the direction or supervision of the aforementioned persons in the 

interest or for the benefit of the same Company. 
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No Recipient shall give or promise money or other Utility to a third party, knowing that some or all of the 

value will be transferred to one of the above parties in violation of this procedure. 

 

5. Liberal Donations and Sponsorships 

Liberal Donations and Sponsorships to associations and other nonprofit organizations are allowed, but closely 

monitored by Management. 

Since Liberal Disbursements and Sponsorships can amount to acts prodromal to corruption if granted 

improperly and without adherence to the limits set by the procedures, they are granted only if: 

- not carried out for the purpose of gaining an unfair advantage or influencing a decision; 

- the Company does not receive and there is no suspicion that it receives any improper 

consideration in return; 

- carried out in a transparent manner; 

- made to an organization that has a good reputation (i.e., is registered with the authorities of the 

country in which it operates, known to the tax authorities). 

 

In any case, any donation made to a nonprofit organization must be subject to prior approval by the 

Management. 

 

6. Funding for political parties 

MTA maintains a neutral political stance and refuses any direct or indirect funding to political parties, even if 

such action is authorized by the local jurisdiction. MTA and Staff are not authorized to make political 

donations. 

 

Roles and Responsibilities 

MTA Members, Management and Personnel must ensure that they have read and comply with this Anti-

Corruption Policy. The prevention, detection and reporting of unlawful conduct and forms of corruption are 

the responsibility of all those, whether Employees or other Recipients, who work on behalf of the Company. 

Management, and in particular the Managing Director, is responsible for identifying, monitoring and 

controlling the risks of bribery and corruption, including with the support of legal counsel. The Managing 

Director is responsible for ensuring the effective implementation of this Policy approved by the Sole Director. 

The Managing Director works to achieve the goal of ensuring that all Recipients refrain from engaging in 

conduct that may amount to bribery or corruption and are all well aware of the applicable regulatory 

requirements, promoting a strong anti-corruption culture throughout the organization. 

All Recipients must avoid any activity that might suggest or lead to violating this Policy.  

Recipients shall, as soon as possible, report to Management any cases in which they believe or suspect a 

violation of this Code of Conduct has occurred or will occur in the future. 

MTA or any other Recipient shall not retaliate against anyone who has refused to commit conduct or acts in 

violation of this Code of Conduct. 

Recipients may obtain clarification in relation to doubts about the applicability of this procedure or the 

assessment of conduct that may constitute malfeasance or corruption by contacting Management. 

Recipients should notify management if they believe they have proposed a corrupt arrangement, have been 

asked to do so, suspect it might happen in the future. 

Recipients who refuse to accept or propose a corrupt agreement, or those who raise questions or report a 

wrongdoing by another employee, should not fear any repercussions. 
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MTA is obliged to ensure that no one suffers detrimental treatment as a result of refusing to take part in a 

corrupt agreement or having reported in good faith a well-founded suspicion regarding actual, potential or 

future corruption. 

Members, Management and Personnel must be aware of MTA's commitment to combating unlawful behavior 

and corruption. All Recipients must therefore act in compliance with the laws, regulations, the Code of Ethics 

and Conduct, and this Anti-Corruption Policy. 

 

Information and awareness 

MTA will have to: 

• Ensuring that Personnel are aware of this Policy through appropriate communication and training; 

• Provide mandatory training to all employees and collaborators regarding the principles set forth in 

this code of conduct. 

MTA, in its dealings with third parties, will, where possible, include appropriate clauses in contracts informing 

about the policies and procedures adopted, as well as the consequences that conduct contrary to these 

documents may have with regard to the contractual relationships themselves. 

 

Reporting 

Reference should be made to the specific “Whistleblowing Procedure” drafted in compliance with EU 

Directive 2019/1937 and Legislative Decree No. 24/2023. 

 

Sanctions 

Failure to comply with the principles contained in this Policy may result in the application of the disciplinary 

measures contained in the Company Disciplinary System and/or provided for in company practices, in 

compliance with the strict application of the Labor Contract. 
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Annex 2 to the CODE OF ETHICS AND BEHAVIOR 

- FAIR COMPETITION POLICY -

MTA’s commitment 

This Fair Competition Policy (“Policy”) states that More Than Access S.r.l. Società Benefit (hereinafter also 

referred to as “MTA” or “the Company”) expects fair and open competition from its employees and 

collaborators conducting any business on behalf of MTA, by means of honest and transparent business 

practices that comply with the EU competition and antitrust regulations, and the national regulations 

introduced by Law No. 287/1990 (“Regulations for the Protection of Competition and the Market”). 

MTA believes that fair competition in open markets drives the Company to make the best use of its resources 

and come up with innovative ideas to develop new ways of doing business and acquiring customers. 

Professional, honest and straightforward business practices can protect MTA’s reputation and ensure that 

MTA and its employees and contractors do not violate competition laws, which carry stiff penalties. 

This Policy has been prepared in compliance with the Antitrust Compliance Guidelines provided by the Italian 

Antitrust Authority and Confindustria, in order to prevent the commission of antitrust offenses in the conduct 

of business activities.   

To ensure that compliance with competition rules is an integral part of the company’s culture and policy, all 

MTA employees and collaborators are made thoroughly familiar with current competition rules and antitrust 

risks related to their activities by conducting ongoing training by internal resources and external consultants. 

MTA uses a four-step process to assess and manage any risks inherent in compliance with competition laws 
under Italian law and in line with European best practices: 

Core - Commitment to compliance: senior management, particularly the Chief Executive Officer, must 
demonstrate a clear and unequivocal commitment to compliance with competition laws by promoting the 
process to prevent and avert the commission of antitrust infringements. 
Step 1-Risk identification: risks related to competition law faced by MTA are identified. 
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Step 2-Risk assessment: the severity of the identified risks is determined (it is often easiest to rate them as 
low, medium, or high). MTA assesses which employees or contractors are in high-risk areas, such as those 
who are likely to have contact with competitors. 
Step 3 - Risk Mitigation: appropriate policies, procedures and training are established with the goal that 
identified risks do not occur, while ensuring that they are detected and addressed if they do occur.  
Step 4 - Review: steps 1-3 and the commitment to compliance are reviewed regularly to ensure the 
effectiveness of the process. Any extraordinary reviews, may be necessary, for example, in case of substantial 
changes in the organization or in the way the activity is carried out. 
 

Unfair practices and anticompetitive behavior 

MTA employees and contractors shall not take or give the appearance of taking any action that would unfairly 

exclude or reduce competition in any market. Employees and contractors shall not misrepresent, manipulate, 

conceal, misuse confidential information, and shall not engage in disparaging discourse against competitors 

or unfair practices with shareholders, customers, business partners, competitors, and other employees and 

contractors. Employees and contractors shall obtain information about competitors, their products, services, 

technologies, prices, marketing campaigns, etc. only through legal and ethical means. 

In addition, employees and contractors shall not engage MTA in business agreements or cartel conduct 

designed to eliminate or discourage competition or to confer an inappropriate competitive advantage. 

Prohibited activities include, but are not limited to, price-fixing agreements, illegal boycotts of suppliers or 

customers, bid rigging, cartel conduct, predatory practices, exclusive bargaining, abuse of market power, 

control of production or restriction of supply of goods and services, concerted practices, price signaling, price 

fixing to eliminate a competitor, entering into an agreement or understanding with competitors to divide a 

market, exchange of confidential information, etc. 

The most common forms of prohibited conduct are described below. Employees and contractors should seek 

advice from management when in doubt as to whether an action may be considered an unfair practice or 

anticompetitive behavior. 

 

Bid manipulation 

Bid rigging occurs when two or more competitors coordinate bids, whereby, for example, one or more 

competitors agree not to submit a bid, to withdraw a bid, or to submit a bid reached by mutual agreement, 

without the entity requesting the bid being informed of the agreement made between the parties. 

 

Price setting and price reporting 

Price fixing is an agreement (written, verbal, or inferred from behavior) between competitors that increases, 

lowers, or stabilizes prices or competitive conditions. Price fixing occurs whenever two or more competitors 

agree to take actions that have the effect of increasing, lowering, or stabilizing the price of any product or 

service without any legitimate justification, or when some competitors agree to eliminate others. Price 

signaling occurs when competitors agree on methods to signal prices to each other in order to coordinate 

sales at uniform prices. 

 

Market breakdown 

Market sharing occurs when competitors agree to divide or allocate customers or geographic markets, or to 

limit production of a product by setting quotas among competitors or by other means, rather than making 

independent decisions about where to operate, from whom to source, and which customers to pursue. 
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Market sharing includes allocating customers by geographic area, agreeing not to compete for each other’s 

customers (so-called no-poach agreements), and agreeing not to enter/expand into a competitor’s market. 

 

Anticompetitive exchange of confidential information 

Prohibited exchange of confidential information (such as prices, costs, or profits) occurs when competing 

parties, even if they contemplate a transaction or exchange of information in another context, engage in 

discussions or exchanges of information that adversely affect competition between them.  

 

Abuse of dominant position 

Abuse of dominance (or abuse of market power) occurs when a dominant firm or group of firms prevents or 

substantially lessens competition by engaging in acts designed to eliminate or discipline competitors or simply 

to prevent potential competitors from entering a market. Abuse of dominance also occurs when a party 

controls the production or limits the supply of goods and services to restrict competition. Examples of acts 

that may constitute abuse of dominance include unfairly squeezing margins or selling services below cost to 

drive other competitors out of the market. 

 

Interactions with competitors 

MTA and its employees and collaborators must ensure that discussions or exchange of confidential 

information do not lead to illicit agreements, including verbal ones, particularly at business events and 

informal and social gatherings. In all circumstances where discussion between competitors is prevalent, 

employees and contractors must: 

a. avoid exchanging information with a competitor on prices, costs, profits, rates, contract or bid terms, 

charges, fees or discounts applicable to current or future customers, contractors or suppliers; and on 

the allocation of work, markets, territories or customers. 

b. Avoid making statements that create, imply, or suggest to others the existence of an anticompetitive 

agreement with a competitor. 

Teaming, joint venture or consortium agreements are examples of legal collaboration between natural 

competitors, which can play a positive role in an environment of fair competition. However, when the 

opportunity for a teaming, joint venture, or consortium relationship arises, employees and contractors must 

pay attention to the type of information being exchanged and the timing of the exchange. 

 

In general, competition laws prohibit all agreements to fix prices, divide markets, or limit output that are not 

implemented as part of a legitimate collaboration, alliance, or joint venture.  

Employees and contractors must not exchange confidential information such as prices, costs, or profits with 

competitors without proper authorization and must obtain management review before agreeing on a price 

related to a bid with a competitor under any circumstances. 

If an employee or coworker finds himself or herself participating in a meeting or conversation involving 

competitors in which anticompetitive behavior or actions are discussed, he or she should immediately remove 

himself or herself from the situation, then document the concern and consult with management, which will 

help him or her determine whether further investigation and precautionary measures are necessary. 

 

Non-compliance 

MTA applies a “zero tolerance” approach to all forms of unfair practices or anticompetitive behavior 

committed by employees, contractors or business partners acting on its behalf. Engaging in anticompetitive 

behavior constitutes a violation of the Code of Ethics and Conduct and this Policy, and the consequences may 
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result in disciplinary action, including dismissal. In addition, violation of competition laws may have legal and 

regulatory consequences, including civil and criminal liability, penalties for MTA and its employees and 

contractors, reputational damage, and the exclusion of MTA from the business logic of its customers.   

 

Where to turn for concerns or further information 

MTA employees and contractors may seek clarification from Senior Management if they have concerns that 

conduct may be anticompetitive in nature and about any aspect related to this Policy.  

 

Reporting suspicious violations 

Information about possible violations of this Policy by MTA, its employees, or any third party with whom MTA 

conducts or plans to conduct business must be reported promptly. Employees and contractors may report 

suspected misconduct to their direct supervisor or Senior Management, including confidentially and 

anonymously. 
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Annex 3 to the CODE OF ETHICS AND BEHAVIOR 

 

 

- COMPANY REGULATION FOR THE USE OF IT TOOLS, 

INTERNET AND E-MAIL - 
 

 

 

Rules of conduct and obligations of employees regarding the use of IT tools, internet and e-mail, 

drawn up pursuant to the "European Regulation 2016/679 on the protection of natural including 

somegard to the processing of personal data and on the free movement of such data" (from now on 

GDPR) and the provision of the Italian Privacy Authority (Resolution n. 13 of 1 March 2007 - published 

on the OG n. 58 of 10 March 2007) including  some controls required by ISO 27001 and notes for the 

management of paper data. 
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1. SECTION I – GENERAL SCOPE 

1.1. Definitions 

Company: The company name indicated in the header of this document. 

Employee: personnel of the organization hired with any type of contractual form, even in internship or 

traineeship. 

Company regulation: Company regulation for the use of IT tools, internet and e-mail. It is the present 

document.  

Device: Any computer (workstation or laptop) smartphone, tablet or other type of electronic device (including 

USB sticks, hard drives, smart cards or other data storage or management systems). 

GDPR: European Regulation 2016/679 on the protection of natural persons with regard to the processing of 

personal data and on the free movement of such data. 

Person authorized (to process personal data): each employee, as identified above, and any other natural 

person (employee, freelancer, ...) who under the control of the Company, as part of the activity assigned to 

him, processes data (in the sense of the following chapter) managed by the Company itself. 

NDA: non-disclosure agreement, it is a legal transaction of a synallagmatic nature that designates confidential 

information and with which the parties undertake to keep them secret, under penalty of violation of the 

agreement itself and the course of specific criminal clauses contained therein. 

1.2. Premise 

The working environment leads our company to manage a series of "information", its own and that of third 

parties, in order to provide the services that are contractually requested. 

Such information can be considered, pursuant to the GDPR, "personal data" when it refers to natural persons 

and, for their management (Processing), both paper and digital, it is necessary that the Company adopts a 

series of appropriate technical and organizational measures to protect such data. 

Other information, although not "personal data" within the meaning of the law, is in all respects "confidential 

information", or technical, commercial, contractual, business or other information for which the Company is 

required to guarantee confidentiality, or for NDA, or for a wider protection of company assets. 

For the purposes of this regulation it is specified, therefore, that the term "data" must be understood as the 

broadest set of information of which a person in charge (employee, collaborator, trainee, ...) can become 

aware and of which it must guarantee confidentiality and secrecy and not only the "personal data" 

understood in accordance with the law. 

In addition, as part of its activity, the Company processes "paper data" or information on paper and "digital 

data" or information that is stored or simply transits through digital equipment. 

In general, any data, in the broadest sense described above, of which the person in charge becomes aware, 

as part of his work, is to be considered confidential and must not be communicated or disclosed to anyone 

(even once the working relationship with the Company itself has been interrupted or if part of the information 

is in the public domain) unless specifically explicitly authorized by the Company. 
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Even between colleagues, or between employees and external collaborators, it is necessary to adopt the 

widest confidentiality in the communication of known data, limiting itself only to those cases that are 

necessary to better carry out the required work activity. 

The progressive spread of new information technologies and in particular the access to the Internet from the 

company computer exposes the Company to possible risks of involvement of both civil, criminal and 

administrative importance, creating problems for the security and image of the Company itself. 

Given that the behaviours that are normally adopted in the context of an employment relationship, which 

include the use of IT and telematic resources, must always be inspired by the principle of diligence and 

correctness, the Company has adopted this Regulation aimed at preventing unconscious conduct from 

triggering problems or threats to the security of company data or equipment. 

This Regulation applies to Persons authorized operating with Company data. 

The management of paper data, the use of company or personal Devices as well as internet services and e-

mail different from the rules contained in these Regulation could expose the Company to increase the threat 

of unauthorized access to data and / or the company computer system, theft or disclosure of confidential 

information as well as theft or damage to the computer system and / or malfunctions in general of the entire 

computer system. 

The information contained in these Regulation are also released pursuant to art. 13 of the GDPR and 

constitute, therefore, an integral part of the information issued to the Person authorized to process personal 

data. 

1.3. Classification of information 

The information held are classified below, according to the following scheme: 

1.3.1. Public information (open) 

Type:  Information that can be distributed to anyone without causing harm to the 
organization, employees, or stakeholders. The Management must approve the 
attribution of this classification on a set of information. Documents in this category can 
be communicated to the public or to persons outside the organization. 

Example: Marketing material prepared for communication to the public or for commercials, 
brochures, annual reports, internet, job advertisements, etc. 

Labelling:   none or "public" 

User 
responsibilities: 

none 

Duplication:   without constraints 

Distribution:  without constraints 

Destruction and 
recycling: 

without constraints 

  

1.3.2. Information with restricted access 

 Type:  Information that may be disclosed to a small group of parties outside the company. 

Example: Project documentation archived and made available to small groups of external parties 
or authorized users. 
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Labelling:   “CORPORATE” 

User 
responsibilities: 

Author: responsible for verifying that the distribution of confidential information is 
limited to cases of actual need. 

Duplication:   without constraints 

Distribution:  Distribution through access control systems and activity tracking. 

Destruction and 
recycling: 

Deletion from the system or removal of external sharing by authorized users. 

1.3.3.  Confidential information  

Type:  Business, confidential or valuable information, both personal and patented. They must 
absolutely not be disclosed outside the organization without the express permission of 
the Management. 

Example: Passwords, PIN codes, digital signature certificates, personal information, business 
accounting data, other highly confidential or valuable information. 

Labelling:   “CONFIDENTIAL” 

User 
responsibilities: 

Author: responsible for verifying that the distribution of confidential information is 
limited to cases of actual need. 
User: ensure that confidential information is stored with encryption techniques or kept 
under lock and key. 

Duplication:   The author or his delegates may create a limited number of copies. 

Distribution:  Internal: use sealed envelopes or hand delivery. 
External: through an anonymous sealed envelope delivered by hand, through registered 
emails / PEC, trusted couriers, etc. 
Electronically: using Encryption. 

Destruction and 
recycling: 

Paper document: torn to pieces with prepared document shredder. 
Electronic data: deletion from the system or deletion by degaussing. Send CDs, DVDs, 
Hard Drives, Laptops etc. to the IT department for disposal. 

1.4. Exclusion from the use of IT tools 

At the beginning of the working or consulting relationship, the Company assesses the presence of the 

conditions for the authorization to use the various company devices, the internet and e-mail by the persons 

in charge. 

Subsequently and periodically, the Company evaluates the permanence of the conditions for the use of 

company devices, internet and e-mail by the persons in charge. 

Unauthorized parties are explicitly prohibited from accessing company IT tools. 

Cases of exclusion may concern: 

1. the use of the COMPUTER or other DEVICES;  

2. the use of e-mail;  

3. internet access. 

Any exclusions are strictly related to the principle of the corporate and working nature of IT tools as well as 

to the principle of necessity referred to in the GDPR. 

More specifically, only those in charge who, for work functions, have an effective and concrete need for them 

are entitled to use the tools and their access. 
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The cases in which the exclusions must be operational by virtue of these reasons will be communicated 

individually and may concern both all the cases described above, and only one or two of the same. 

We inform you that these exclusions have become necessary in the light of the Provision of the Italian 

Authority of 1 March 2007 which indicates to reduce the use of IT tools as a precautionary measure and 

preventive in consideration of the dangers and threats indicated in this document. 

At any time, without notice, the Company may grant or withdraw permission to use the company's IT tools. 

Therefore, in no way, unless explicitly stated in writing by the Company that certifies the contrary, the person 

in charge may assume that he can use the assigned devices for personal purposes. 

1.5. Ownership of devices and data 

The Company is the exclusive owner and owner of the Devices made available to the Persons authorized for 

the sole purpose of their work. 

The Company is the sole exclusive controller and owner of all information, recordings and data contained and 

/ or processed through its digital devices or stored in paper in its premises. 

cannot assume or believe that the information, recordings and data processed or stored by him in company 

devices (including e-mail messages and / or chats sent or received, image files, video files or other types of 

files) are private or personal, nor can he assume that paper data in his possession can be copied by him, 

communicated or disseminated without the authorization of the Company. 

1.6. Assets Transfer 

Equipment, information or software, in general, must not be taken outside the Company without prior 

authorization. 

The Person authorized who needs it must make a request to the Management which explicitly authorizes the 

type of asset that can be taken outside the company and the time limits for removal. 

1.7. Purpose in the use of devices  

The assigned devices are a working tool in the availability of the Person authorized exclusively for a work 

purpose. The devices, therefore, must not be used for private purposes and other than those of the company, 

except exceptionally and within the limits highlighted by this Regulation. 

Any tolerance on the part of this Company, apparent or actual, cannot, however, legitimize behaviour contrary 

to the instructions contained in this Specification. 

1.8. Returning devices 

Following a termination of the employment or consulting relationship of the Person authorized with the 

Company or, in any case, to the failure, at the sole discretion of the Company, of the permanence of the 

conditions for the use of the company devices, the persons in charge have the following obligations: 

1. immediately return the devices in use in the state in which it is located; 
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2. absolute prohibition to delete or format or alter or tamper with or destroy the assigned devices or 
make the data contained therein unintelligible through any process, including data encryption. 

1.9. Return of paper data 

Following a termination of the employment or consulting relationship of the Person authorized with the 

Company or, in any case, to the failure, at the sole discretion of the Company, of the permanence of the 

conditions for the use of company paper data, the Persons authorized have the following obligations: 

1. immediately return the paper data in their possession; 
2. absolute prohibition to delete or alter or tamper with or destroy the assigned paper data or make 

them unintelligible through any process. 

 

1.10. Data transfer with digital media 

The transfer of data both inside and outside the Company through digital media is generally allowed provided 

that procedures are followed that can guarantee to protect the transferred information from potential 

interception, copying, modification of routing errors and / or destruction. 

When sending e-mails, users must be very careful to check the address of the recipient(s) before sending to 

avoid typos or errors due to self-compilation. 

The sending of communications must take place only from devices protected by antivirus in order to protect 

communications from malware. 

The annexes containing "particular data" pursuant to art. 9 of the GDPR or "judicial data" pursuant to art. 10 

of the GDPR or "Confidential Information" as defined above, must be sent as an encrypted attachment. 

In the case of use of certified e-mail (PEC) the rules established in the specific section of this Regulation must 

be followed. 

In case of transfers outside the office, using the devices in the public sphere, it is necessary to pay the utmost 

attention that there are no unauthorized third parties who can access the data. 
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2. SECTION II – PASSWORD 

2.1. Password 

Passwords can be an authentication method assigned by the Company to ensure secure access to a hardware 

tool or a software application. 

The first characteristic of a password is secrecy, that is, the fact that it is not revealed to other subjects. 

Disclosure of your passwords or neglect in their storage can cause serious damage to your work, that of your 

colleagues and the Company as a whole. 

Over time, even the most secure password loses its secrecy. For this reason, it is a good idea to change them 

with a certain frequency. 

The Company has implemented some mechanisms that allow to help and support the Persons authorized in 

a correct management of passwords, in particular, with regard to the passwords for access to the Domain 

(where provided), an automatic system of request for updating of the same set by the Company according to 

the level of security required by the Company itself is in operation and, in any case,  in line with the 

requirements of the risk assessment carried out by the company based on the requirements of the GDPR. 

Another good rule is not to store the password on media that can be easily intercepted by other people. The 

best place to keep a password is your memory. 

Passwords that are not used by the Persons authorized for a period exceeding six months will be deactivated 

by the Company. 

At any time, the Company reserves the right to revoke the Distributor's permission to access a hardware or 

software system to which it was previously authorized, removing user id or modifying/deleting the password 

associated with it. 

2.2. Rules for proper password management 

The Person authorized, for his part, for a correct and secure management of his passwords must comply with 

the following rules: 

1. Passwords are absolutely personal and should never be communicated to others; 

2. You should immediately change a password as soon as you have any doubt that it has become unsafe; 

3. Passwords must be at least 8 characters long and must also contain capital letters, special characters, 

and numbers;1 

4. Passwords must not be stored on any type of medium, such as, for example, post-It notes (on the 

monitor or under the keyboard) or agendas (paper, e-mail, mobile phone); 

5. Passwords must be replaced at least within the time indicated by the legislation, regardless of the 

existence of an automatic password update request system. 

6. Avoid typing your password in the presence of other subjects who can see the keyboard, even if 

collaborators or employees of the Company. 

 
1 Special characters include, for example, the following: { } [ ] , . < > ; :  ! ” £ $ % & / ( ) = ? ^ \ | ’ * -  + _. 
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In some cases, mechanisms are implemented that allow the Person authorized up to a limited number of 

incorrect attempts to enter the password in addition to which the login attempt is considered an attack on 

the system and the account is blocked for a few minutes. In case of need contact the Data Controller. 

 

2.3. Prohibition of use 

In order to properly manage passwords, the Company prohibits the use of passwords: 

1. Name, surname and their parts; 

2. The assigned username; 

3. An e-mail address (e-mail); 

4. Common words (in English and Italian); 

5. Dates, months of the year and days of the week, also in a foreign language; 

6. Trivial and/or easy-to-understand words, e.g. foo, security and palindromes (symmetry: radar); 

7. Repetitions of character sequences (e.g. abcabcabc); 

8. A password that has already been used previously. 

2.3.1. Some examples of passwords not allowed 
The ideal password should be complex, without any reference, but easy to remember. One possible technique 

is to use sequences of characters without obvious meaning, but with individual characters that form an easy-

to-memorize sentence (e.g.: "InThMddlFThPth!", In the Middle Of The Path, plus the character 5 and the 

exclamation mark). Deciphering a word like this can take days, one like "radar" less than ten seconds. Some 

examples of passwords to avoid: 

1. Username = "mariorossi", password = "mario", or worst, password = "mariorossi"; 

2. The name of the wife/husband, boyfriend, children, etc... even backwards!; 

3. Your date of birth, that of your spouse, etc.; 

4. License plate of your car; 

5. Telephone number of oneself, of one's spouse, etc.; 

6. Common words such as "Kilimanjaro", "Password", "Qwerty", "12345678" (too easy); 

7. Any word in the vocabulary (of any widespread language, such as English, Italian, etc.). 

2.4. The password in the systems 

Each Person authorized may change his/her password to access any company system independently, if the 

system in question makes available to Users a functionality of this type (Change password), or by making a 

request to the Controller. The password can be replaced by the Controller, even if the User has forgotten it. 

2.5. Cryptographic keys 

Any cryptographic keys in the company's availability must be in the possession only of the Management, 

which may, from time to time, delegate them to expressly authorized personnel. 

2.6. Password audit 
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As part of the activities concerning the protection of the security of the technological infrastructure, the 

Company may carry out periodic analyses on the passwords of the Appointees in order to verify their solidity, 

management policies and duration, informing the Appointees in advance. 

In the event that the audit has, among the possible outcomes, the decryption of the password, it is blocked, 

and the Person authorized is asked to change it. This result could give rise to disciplinary measures in 

accordance with the provisions of the CCNL adopted by the Company.  
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3. SECTION III – OPERATIONS TO PROTECT THE WORKPLACE. 

This section deals with the operations charged to the Person authorized and the general framework for the 

execution of operations to protect his workstation, in compliance with the safety and integrity of the 

company's assets. 

3.1. Login and Logout 

The "Login" is the operation with which the Person authorized connects to the company information system 

or to a part of it, declaring his Username and Password (i.e. the Account), opening a work session.  In many 

cases it is necessary to log in more than one work environment (e.g. web applications, Intranet), each of 

which requires a username and password. 

In these cases, although it is preferable that each user has his own specific username and password, the 

Company may assign a unique username and password for groups of persons authorized of accessing the 

physical machine, while they will remain separate and unique for access to applications that contain data. 

The "Logout" is the operation with which the work session is closed. At the end of the working day, all 

applications must be closed according to the rules provided by the application itself. Incorrect closure may 

result in loss of data or access to it by unauthorized persons. 

The "computer lock" is the operation by which access to the work session is prevented (keyboard and screen 

disabled) without closing it. 

3.2. Obligations 

The use of physical devices and the management of the data contained therein must be carried out in 

compliance with the security and integrity of the company's data assets. 

The Person authorized must then do the following: 

1. If you leave your workstation you will have to protect your device so that unauthorized persons do 

not have access to protected data. 

2. Lock your device before breaks and, in general, whenever you need to move away from your 

workstation; 

3. Close the session (Logout) at the end of the day; 

4. Turn off your PC after Logging out; 

5. Always check that there are no unauthorized people behind you who can view the screens of your 

device. 
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4. SECTION IV - USE OF THE COMPANY'S PERSONAL COMPUTER 

4.1. How to use the company COMPUTER 

The company information system is composed of a set of central server units and client machines connected 

to a local area network (LAN), which use different operating systems and applications. 

The files created, processed or modified on the assigned computer must then always be saved at the end of 

the day on the centralized document repository system. The Company does not back up locally stored data. 

The operators of the Information Systems Department can at any time proceed with the removal of any file 

or application that they deem to be dangerous for Security both on users' PCs and on network drives. 

4.2. Correct use of the company COMPUTER 

The computer delivered to the Person authorized is a work tool and contains all the software necessary to 

carry out the entrusted tasks. Any use not inherent in the work activity can contribute to triggering 

inefficiencies, system slowdowns, maintenance costs and, above all, security threats. 

Access to the computer is protected by a password that must be kept by the Person authorized with the 

utmost diligence and not disclosed. The computer that is delivered contains all the software necessary to 

carry out the activities entrusted by the Company. For business needs, system administrators using their login 

with administrator privileges and the administrator password, will be able to access, with the rules indicated 

in this document, both the local network mass storage (repositories and backups) and the company servers 

and, upon communication to the employee, access the computer, even remotely.  

In particular, the Person authorized must take the following measures: 

1. Use only and exclusively the memory areas of the Company's network and there create and record 

files and software or data archives, without therefore creating other files outside the network drives. 

2. Turn off the computer, or take care to log out, every evening before leaving the offices or in case of 

prolonged absences, since leaving a computer unattended connected to the network can be a cause 

of use by third parties without there being the possibility of later proving its improper use. 

3. Keep on your computer only the storage, communication or other devices (such as burners), arranged 

by the Company. 

4. Do not give access to your computer to other users, unless they are in charge with whom they share 

the use of the same PC or unless there are stringent needs and under their constant control. 

4.3. Express Prohibitions on the use of the COMPUTER 

The Person authorized is forbidden: 

1. The management, storage (even temporary) or processing of files, documents and / or personal 

information of the person authorized or in any case not related to work activities in the network, on 

the hard disk or in other corporate mass memories and in company IT tools in general. 

2. Change the configurations already set on your personal computer. 

3. Use encryption programs and/or systems without the prior written permission of the Company. 
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4. Install any software that the Company does not license, nor install any version other than the 

applications or operating system on the delivered personal computer, without the express permission 

of the Company. Nor is it allowed, however, to make a copy of the installed software in order to make 

personal use of it. 

5. Upload to the hard disk of the computer or to the server any document, game, music or audio-visual 

file or image other than those necessary for the performance of the tasks entrusted. In particular, the 

storage of electronic documents of an outrageous and / or discriminatory nature for sex, language, 

religion, race, ethnic origin, opinion and trade union and / or political affiliation is not allowed. 

6. Add or connect hardware devices (e.g. hard disks, drivers, PCMCIA, etc.) or peripherals (cameras, 

cameras, smartphones, USB keys, etc.) other than those delivered, without the express permission 

of the Company. 

7. Create or disseminate, intentionally or negligently, programs capable of damaging the Company's 

computer system, such as viruses, trojan horses, etc. 

8. Access, disclose or use information that is not authorized or otherwise unnecessary for the tasks 

performed. 

9. Carry out maintenance activities on their own. 

10. Allow maintenance activities by persons not expressly authorized by the Company. 

11. Enable the BIOS power-on password. 

12. Reproduce or duplicate computer programs pursuant to Law n. 128 of 21.05.2004 ("... containing 

interventions to combat the abusive telematic dissemination of audio-visual material, as well as in 

support of cinematographic and entertainment activities"), see also Law n. 633 of 22.04.1941 ("Law 

on copyright"). 

4.4. Using Privileged Utilities 

The use of utilities that may be able to bypass application and system controls are, in general, prohibited. 

Such programs may be used only if the following conditions are met: 

1. The programs in question have been explicitly authorized by the Management; 

2. Those in charge of using these programs have been the subject of explicit authorization by the 

Management; 

3. It is necessary that the authorized person asks the management for authorization to the specific use 

each time the programs are to be used; 

4. Any use of such programs must be tracked; 

5. The utilities must be uninstalled once they are finished using. 

4.5. Antivirus 

Viruses can be transmitted via file exchange via the internet, via mail, exchange of removable media, 

filesharing, chat, via mail ... 

The Company requires all workstations to use an antivirus system that is correctly installed, continuously 

activated and automatically updated at least daily. 

The person authorized, for his part, must undertake to check the correct functioning and updating of the 

antivirus system installed on his computer, and must comply with the following rules: 
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1. Notify the Company of any anomaly or malfunction of the antivirus system. 

2. Notify the Company of any reports of viruses or suspicious files. 

In addition, to the person authorized: 

1. It is forbidden to access the corporate network without active and up-to-date antivirus service on 

your workstation. 

2. It is forbidden to hinder the action of the corporate antivirus. 

3. It is forbidden to disable the antivirus without the express authorization of the Company and also and 

especially if it is required for the installation of software on the computer. 

4. It is forbidden to open email attachments from unknown senders or of dubious origin or email 

attachments of known people but with inexplicable or somehow strange texts. 

Contact the information systems before proceeding with any activity that may conflict with the above. 
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5. SECTION V – INTERNET 

5.1. The Internet is a working tool 

The connection to the internet from the device supplied is allowed exclusively for reasons related to the 

performance of the work activity. Use for personal purposes is permitted in moderation and with the 

precautions set out in this document. 

In particular, the use of social networks is prohibited, unless expressly authorized. 

5.2. Preventive measures to reduce illegal navigation 

The Company may adopt appropriate preventive technical measures aimed at reducing browsing to sites not 

related to work activity through filters and blacklists implemented, for example, through firewall content filter 

systems. 

5.3. Express Prohibitions concerning the Internet 

1. It is forbidden to browse the sites that may reveal the religious, trade union and health political 

opinions of the Person authorized as it is potentially suitable for revealing personal data pursuant to 

the GDPR. 

2. It is forbidden to access websites that have content contrary to the law and rules for the protection 

of public order, relevant for the purpose of carrying out a crime or that are in any way discriminatory 

on the basis of race, ethnic origin, skin colour, religious faith, age, sex, citizenship, marital status, 

handicaps. 

3. It is forbidden for the Person authorized to download software (even free of charge) taken from 

Internet sites. 

4. It is strictly forbidden to carry out any kind of financial transaction including remote banking 

operations, online purchases and the like except in cases directly authorized by the Data Controller 

and with respect for normal purchase procedures.  

5. Any form of registration to sites whose contents are not related to work activity is prohibited. 

6. It is forbidden to participate in non-professional forums, use of chat lines, bulletin boards or 

participate in discussion groups or leave comments on articles or subscribe to mailing lists spending 

the brand or name of the Company, unless specifically authorized by the Company itself. 

7. The storage of electronic documents of an outrageous, defamatory and/or discriminatory nature on 

the basis of sex, language, religion, race, ethnic origin, opinion and trade union and/or political 

affiliation is prohibited. 

8. It is forbidden for the Person authorized to promote profit or personal gain using the Internet or 

corporate e-mail. 

9. It is forbidden to access the Company's internal network from outside, unless specifically authorized 

and with the specific procedures provided by the Company itself. 

10. Finally, it is forbidden to create personal websites on the Company's systems as well as to purchase 

goods or services on the Internet unless the purchased item has been approved as a professional 

expense. 

11. It is forbidden to use the internet for file sharing activities. 
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Any navigation of this type, involving an illegitimate use of the Internet, as well as a possible unlawful 

processing of personal and sensitive data is placed under the personal responsibility of the defaulting Person 

authorized and may give rise to disciplinary measures in accordance with the provisions of the CCNL adopted 

by the Company. 

5.4. Sabotage Bans 

It is forbidden to access some websites through inhibiting actions of the filters, sabotaging or otherwise 

overcoming or trying to overcome or disabling the systems adopted by the Company to block access that does 

not comply with the work activity. In any case, it is forbidden to use sites or other tools that achieve this 

purpose. 

5.5. Copyright 

It is forbidden to use Internet access in violation of the rules in force in the applicable legal system for the 

protection of copyright.  In particular, it is forbidden to download material subject to copyright (texts, images, 

music, videos, files in general, ...) unless expressly authorized by the Company. 
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6. SECTION VI – E-MAIL 

6.1. E-mail is a working tool 

The use of company e-mail is connected to the performance of the work activity. Use for personal reasons 

must be moderate and is tolerated exclusively in accordance with the following article. 

Distributors can use e-mail boxes belonging to company domains. The assignees of the individual accounts 

are responsible for the correct use of the same. 

The e-mail boxes can be assigned with an impersonal nature (such as info, administration, suppliers, director, 

consultancy, ...) to avoid that the recipient of the emails can consider the address assigned to the employee 

"private", according to the suggestions of the Italian Authority in this regard. 

Nominative addresses can also be assigned which must in any case be considered fully addresses dedicated 

to work. 

The choice of the email account to be assigned to the person in charge remains with the Company. 

6.2. E-mail archiving  

E-mails, whether nominal or generic, serve exclusively to send and receive messages; therefore, they cannot 

be considered and/or used as a virtual space for storing company-relevant information and documents.  

All attachments shared via e-mail, as well as all information relevant to the company (e.g. information and 

documents on customers, employees, collaborators, internal projects, etc.) shall be properly filed in the 

specific folders of the filing system in use.  

The company reserves the right to monitor the size of workers' e-mail accounts in order to assess non-

compliance with this rule. 

6.3. Preventive measures to reduce illicit use of E-Mail  

The Company is aware of the possibility of a limited personal use of e-mail by the Appointees and for this 

purpose provides for the following measures: 

1. In case of receipt on the company e-mail of personal mail, we warn you that the Person authorized 

must immediately delete any personal message in order to avoid any possible and possible back up 

of the data.  All undeleted content may be subject to back-up. 

2. Notify the Company when executable and/or incomprehensible or unknown files are attached to 

their personal mail. 

6.4. Express Prohibitions 

1. It is forbidden to use the e-mail address containing the Company's domain to register on any site for 

reasons not related to work, without the express written authorization of the Company, as well as to 

use the Company's domain for personal purposes. 
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2. It is forbidden to draw up e-mail messages using the company address, directed to external recipients 

of the Company, without using the following disclaimer in the subscript of the email:  
This message and any attachments thereto are of a corporate nature, mainly confidential and can only be viewed 

by the recipient of e-mails. The response or any spontaneous sending by you of e-mails to our address may not 

ensure confidentiality as they can be seen by other subjects belonging to the Company as well as to the signatory 

of this one, for IT security, administrative purposes and for the purpose of the continuous performance of the 

company's activity. If you receive this message by mistake, please delete it from your system and ask you to kindly 

notify the sender. 

Your email is in ns. possession as you provide us by written, telephone, telematic or directly orally. It is used 

exclusively to provide you with information about our activities and services offered by us. It will not be transferred 

to third parties under any circumstances unless approved by you. The Data Controller is the Company XXX. Ours. 

information systems and our internal procedures comply with the standards and we guarantee the presence of 

adequate technical and organizational measures constantly updated. 

It is possible at any time to request the cancellation of your email through the simple reply to this email with 

unsubscribe title 

3. It is forbidden to create, store or send, even within the company network, advertising or promotional 

messages or other attachments (videos, images, music or other) not connected with the performance 

of one's work activity, as well as to participate in requests, petitions, mass mailings of any content, 

"chain letters" or in general to public debates using the company address. 

4. It is forbidden to transmit messages to large groups of people (e.g. to an entire office or to an entire 

division) without the necessary authorization. 

5. It is forbidden to solicit charitable donations, election propaganda or other non-work-related voices. 

6. It is forbidden to use the e-mail service to transmit confidential information or other business 

documents to external parties of the Company, except in the event that this is necessary due to the 

tasks performed. 

7. You may not use e-mail for messages with large attachments. 

8. Forwarding e-mails, documents or any kind of company information to one's personal mailbox is 

prohibited. 

9. In the case of unknown senders or unusual messages, in order not to run the risk of being infected 

with viruses it will be necessary to delete the messages without opening them. 

10. In the case of messages from known senders that contain suspicious attachments (files with the 

extension .exe .scr .pif .bat .cmd), the latter should not be opened but deleted. 

6.5. E-mail in case of scheduled absences and unplanned absences 

In the case of prolonged absence, it would be a good idea to activate the auto-reply service.  

Alternatively, and in all cases where it is necessary to monitor the e-mail box for reasons of business 

operations, the Person authorized must appoint a fiduciary colleague by written letter that in case of absence 

forwards the necessary files to those who urgently need it. 

If the Person authorized has not identified a fiduciary colleague or he is absent or unavailable, the Company, 

through specially appointed personnel, may verify the content of the e-mail messages of the person 

authorized, informing the person authorized himself and drawing up a specific report. 

6.6. Termination of employment 

The Company can activate related email accounts both on generic mailboxes (info@, office@ etc ...) and on 

nominal mailboxes (n.surname@, name.surname@, surname@, name@ etc ...). 
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In case of termination of the employment relationship between the Company and the person authorized, it 

is forbidden for the latter to delete the email messages sent and / or received through the account assigned 

to him, those messages being a company asset. 

In case of termination of the employment relationship between the Company and the data processor, the 

data controller shall, within a maximum of 3 months from that date, remove the nominal mailbox account, 

after deactivating it and at the same time adopting automatic systems aimed at informing third parties and 

providing them with alternative e-mail addresses, related to the professional activity of the data controller, 

also taking appropriate measures to prevent the display of incoming messages during the period in which 

such automatic system is active. 

6.7. Illicit use of E-mail 

1. It is forbidden to send, by e-mail, even within the company network, material with violent, sexual 

content or in any case offensive to the principles of personal dignity, religious freedom, sexual 

freedom, or expression of thought, including political.  

2. It is forbidden to send e-mail messages, even within the company network, which have content 

contrary to the law and to rules of protection of public order, relevant for the purpose of carrying out 

a type of crime, or which are in any way discriminatory of race, ethnic origin, skin colour, religious 

faith, age, sex, citizenship, marital status, disability.  

3. If the Person authorized receives messages with such content, he is obliged to delete them 

immediately and to notify the Company. 

6.8. Using certified E-Mail 

The Certified email address (PEC) is an Italian IT tool or service that allows you to give an e-mail message the 

same legal value as a registered letter with traditional acknowledgment of receipt, thus ensuring non-

repudiation, with the advantage that the delivery receipt also contains the message, attachments and 

identities of the sender and recipient of PEC, also certified. 

Each PEC is registered and linked to the name of a natural person.  

The PEC is mainly used for institutional communications, in particular for communications with public bodies 

or in place of the registered letter also between private individuals. 

The credentials for access to the PEC must be in the strict availability of the natural person to whom the PEC 

refers. The same can delegate, by formal act, others in charge of using the PEC both in vision and in 

transmission. 
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7. SECTION VII – USE OF OTHER DEVICES (PERSONAL LAPTOP, 
TABLET, MOBILE PHONE, SMARTPHONE, AND OTHER 
ELECTRONIC DEVICES) 

7.1. Use of notebook, tablet, or smartphone. 

The laptop, tablet, and mobile phone (hereinafter generalized as "mobile device") may be granted for use by 

the Company to the Persons authorized who, while traveling, need to have electronic archives, automation 

media and / or connection to the Company's network. 

The Person authorized is responsible for the mobile devices assigned to him by the Company and must guard 

them with diligence both during travel and during use in the workplace. 

The rules of use provided for computers connected to the network apply to mobile devices, with particular 

attention to the removal of any files processed on the same before return. In particular, the files created or 

modified on mobile devices must be transferred to the company's mass memories at the first return to the 

office and permanently deleted from mobile devices (Wiping). On mobile devices it is forbidden to install 

applications (even free) unless expressly authorized by the Company. The mobile devices used outside 

(conferences, visits to the company, etc ...), in case of removal, must be kept in a protected place. In case of 

loss or theft of mobile devices, the complaint to the competent authorities must follow. For this purpose, the 

Company must be immediately notified, which will – if necessary – take care of the procedures related to 

privacy. Even during the day, during working hours, the Person authorized is not allowed to leave mobile 

devices unattended. 

The Person authorized is forbidden to leave the mobile devices unattended and visible inside the car or in a 

hotel room or in the hotel lobby or in the waiting rooms of the railway and airport stations. 

Mobile devices that allow the activation of a protection procedure (PIN) must always be enabled only by 

typing the PIN itself and cannot be left without a PIN. 

Where the mobile device is accompanied by a user, the Person authorized is required to be informed in 

advance of the constraints associated with it (e.g. maximum number of minutes, total gigabytes of data, ...) 

and to respect them. If work needs require different requirements, the Person authorized is required to 

promptly and in advance inform the Company.  

In relation to mobile users, unless authorized by the Company, any use abroad is expressly prohibited and 

even in the event of authorization by the Company, external uses must be previously communicated to the 

Company to allow the activation of appropriate coverage contracts with the reference mobile operator. 

Some mobile devices, such as smartphones and tablets, can be equipped by the company with special 

protection measures (MDM or other). 

7.2. External memories (usb keys, hard disk, memory card, cd-rom, dvd, 
...) 
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The Person authorized can be assigned an external memory (such as a USB key, an external hard disk, a 

memory card, ...) on which to temporarily copy data for easy transport, or other uses (e.g., cameras with 

memory cards, cameras with DVDs, ...). 

These devices must be managed with the same precautions as referred to in the previous article and must be 

used exclusively by the persons to whom they have been entrusted and, in no case, must be handed over to 

third parties. 

 

7.3. Personal Devices and BYOD 

Employees are not allowed to carry out their activities with stationary computer, laptops, or other personal 

devices. 

Employees, if expressly authorized by the Company, are only allowed to use company e-mail on their personal 

devices. 

In this case it is necessary that the device has stringent security passwords approved by the Company and 

any theft or loss of the device must be immediately reported to the Company for any security measures. 

The employee is prohibited from using personal external memories (such as USB keys, memory cards, CD-

ROMs, DVDs, cameras, camcorders, tablets, ...). 

Some persons authorized may use their personal devices to store Company data (Bring Your Own Device – 

BYOD) only if expressly authorized by the Company itself and formally and personally assuming full 

responsibility for the processing.  

These devices must be previously evaluated by the Company, to verify the existence of adequate security 

measures. 

7.4. Use of personal mobile phone/smartphone 

During working hours, including any breaks, the Persons authorized are allowed to use their personal mobile 

phone but only for emergency communications or closely related to the workplace. 

In case of business trips outside the Company's offices, the personal telephone can remain on, also to 

facilitate communication with the Company itself if necessary. 

In this case, however, we invite you not to use it for personal purposes, in particular in the presence of 

customers or suppliers. 

7.5. Use of printers 

The person authorized must print the data only if necessary for the work activity and must promptly collect 

it from the trays of personal / common printers to prevent it from being visible or can be collected by third 

parties. When collecting printed sheets, the user must be careful to pick up only their own pages. 

The person authorized, if he has more than one printing device, must use the one that guarantees greater 

control of the printed document. 
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7.6. Device Destruction 

Each Device and any external memory entrusted to the persons authorized, (computers, notebooks, tablets, 

smartphones, memory cards, USB keys, hard disks, DVDs, CD-ROMs, etc.), at the end of their use must be 

returned to the Company which will destroy them or recondition them following the laws in force at the time. 

In particular, the Company will delete or make unintelligible the data stored therein. 

The following procedures can be used: 

- Physical destruction of the media 

- Logical Deletion (Wiping) 
- Demagnetization (Degauss) 

 

8. SECTION VIII – CLOUD SYSTEMS 

8.1. Cloud Computing 

In computer science, the term cloud computing indicates a paradigm of provision of COMPUTER resources, 

such as the storage, processing or transmission of data, characterized by availability on demand through the 

Internet starting from a set of pre-existing and configurable resources. 

Resources are not fully configured and implemented by the provider specifically for the user, but are assigned 

to them, quickly and conveniently, thanks to automated procedures, starting from a set of resources shared 

with other users leaving the user part of the burden of configuration. When the user releases the resource, 

it is similarly reconfigured in its initial state and made available in the shared resource pool, with just as much 

speed and economics for the vendor. 

Using a cloud computing service to store personal or sensitive data exposes the Company to potential privacy 

violation issues. Personal data is stored in the server farms of companies that often reside in a non-European 

state, configuring a transfer of data abroad. The cloud provider, in case of incorrect or malicious behaviour, 

could access personal data to perform market research and user profiling, 

With wireless connections, the security risk increases and you are more exposed to cases of computer piracy 

due to the lower security offered by wireless networks. In the presence of illegal acts, such as improper or 

illegal appropriation of personal data, the damage could be very serious for the Company, with difficulty in 

reaching legal solutions and / or refunds if the provider resides in a state other than the user's country. 

In the case of industries or companies, all data stored in external memories is seriously exposed to possible 

cases of industrial espionage. 

8.2. Use of Cloud Systems 

It is forbidden for persons authorized to use Cloud systems not expressly approved by the Company. To be 

approved, cloud systems must meet at least the following requirements: 
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1. Be cloud systems of which you know the exact positioning of the servers and for which you have 

prepared what is required by the rules, including possibly what is required for the transfer of data 

abroad. 

2. The company that provides the system in the Cloud must be appointed in advance as Data Processor 

by the Company. 

3. The company that provides the system in the Cloud must communicate to the Company, at least once 

a year, the names of the system administrators used. 

4. All the indications and prescriptions provided by the italian Privacy Authority in its provisions on 

System Administrators and the Cloud must be verified. 
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9. SECTION IX – REMOTE WORK 

9.1. Smart Working, Teleworking, business travel 

For certain emergency situations or for agreements with workers, this Company may allow some workers to 

carry out their activity remotely, from their home or while travelling. 

In such situations, the Person authorized must verify: 

1. To have a secure internet connection, through a home wi-fi check or by opting for a secure mobile 

connection. 

2. Carry out your business by verifying that it is not possible for third parties, including family members, 

to access or even just view what you are doing. 

3. Carefully check the security of the electrical network to which you are connected. 

10. SECTION X – PAPER DATA MANAGEMENT 

10.1. Clear Desk Policy 

The Persons authorized are responsible for the control and custody, for the entire cycle necessary to carry out 

the processing operations, of the acts and documents containing personal data. 

Distributors are invited by the Company to adopt a "clean desk policy". That is, the persons authorized are 

required to process paper data only if necessary, privileging, where possible, the use of digital tools made 

available to the Company. 

The main benefits of a clean desk policy are: 

1. A good impression to customers and suppliers who visit our company; 

2. The reduction of the possibility that confidential information can be seen by persons not authorized 

to know it; 

3. The reduction that confidential documents can be stolen from the Company. 

In particular, we invite you not to leave paper data in sight on your desk when you move away from it or when 

a meeting is scheduled with a person not enabled to know the data contained therein. 

Before leaving their workstation (for example for lunch break or for a meeting) it will be the responsibility of 

the Persons authorized to store in a safe place (wardrobe, chest of drawers, archive, ...) the paper data 

entrusted to it, so that they cannot be seen by unauthorized third parties (eg cleaners) or by third parties 

(visitors) present in the Company. 

At the end of the day, the desk must be rearranged and all office paperwork correctly stored, so as to leave 

the desk completely uncluttered. 

Where possible, we invite you to avoid printing digital documents, also in order to reduce pollution and the 

consumption of resources from an ecological point of view. 

Where possible, we invite you to scan paper documents and archive them digitally. 

http://www.morethanaccess.com/
mailto:info@morethanaccess.com


 

Version 2 – 14/01/2025 
Approved by SA 

 

More Than Access Ltd. Benefit Society www.morethanaccess.com REA MI - 2697093 
Via Cesare Mangili 2 - 20121 Milan info@morethanaccess.com PI/CF 12992570965 
Share capital €20,000.00 i.v. morethanaccess@legalmail.it SDI USAL8PV 

 

It is necessary to immediately remove each printed sheet from a printer or fax machine, to prevent them from 

being taken or viewed by unauthorized parties. 

Where possible, it is a good idea to dispose of paper documents through shredder. 
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11. SECTION XI -APPLICATION AND CONTROL 

11.1. Control 

The Company, as Data Controller of the IT tools, the data contained therein and / or processed, reserves the 

right to carry out the checks it deems appropriate for the following purposes: 

1. Protect the security and preserve the integrity of IT tools and data. 
2. Avoid the commission of offenses or for defensive needs, even preventive. 
3. Verify the functionality of the system and IT tools. 

The control activities can also take place with audits and vulnerability assessment of the IT system. For these 

checks, the Company reserves the right to use external parties. 

It should be noted, in any case, that the Company does not adopt "equipment for purposes of remote control 

of workers' activities" (pursuant to Article 4, first paragraph, Law n. 300/1970), which certainly includes 

hardware and software equipment aimed at controlling the user. 

11.2. Verification mode 

In application of the GDPR, the Company promotes all appropriate organizational and technological measures 

aimed at preventing the risk of improper use and, in any case, to "minimize" the use of data referable to the 

Persons authorized and for the purpose has adopted every possible technical, organizational and physical 

tool, aimed at preventing unlawful processing of data processed with IT tools. 

The Company informs not to adopt systems that cause unjustified interference with the fundamental rights 

and freedoms of workers, as well as external parties who receive or send electronic communications of a 

personal or private nature. 

In particular, any systems designed to monitor any violations of the law or abnormal behaviour by the Persons 

authorized take place in compliance with the principle of relevance and non-excess, with the exclusion of 

registrations or checks with systematic methods. On the contrary, there may be scheduled checks pursuant 

to the principle of Accountability - art. 5.2 of the GDPR. 

If, as part of these checks, a harmful event, a dangerous situation or some other method not in accordance 

with the work activity (e.g. downloading pirated files, browsing from which the download of computer viruses 

is derived, etc.) a warning will be carried out in a generalized way with the invitation to scrupulously comply 

with the tasks assigned and the instructions given.  

11.3. Storage Methods 

The software systems have been programmed and configured in such a way as to periodically and 

automatically delete personal data relating to Internet access and telematic traffic, the conservation of which 

is not necessary. 

Any extension of storage times is evaluated as exceptional and must take place only in relation to: 

1. to very special technical or safety requirements; 

2. the indispensability of the data with respect to the exercise or defence of a right in court; 
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3. the obligation to keep or deliver the data to comply with a specific request of the judicial authority 

or the judicial police. 

In these cases, the processing of personal data is limited only to the information necessary to pursue 

previously determined purposes and to be carried out with logic and forms of Company strictly related to the 

obligations, tasks and purposes already specified. 

12. SECTION XII – PERSONS AUTHORIZED TO PROCESS PERSONAL 
DATA, DATA PROCESSORS 

12.1. Identification of authorized subjects 

The Company has identified specific figures to whom precise instructions should be given on the type of 

controls allowed and on the relative methods. 

With regard to the subjects in charge of the related data processing (in particular, the persons in charge of 

maintenance) they have been specifically appointed to carry out only operations strictly necessary for the 

pursuit of IT security purposes, without carrying out remote control activities, even on their own initiative. 

The subjects who operate as system administrators or similar figures to whom operations related to the 

regular functioning of the systems are remitted, carry out a training activity on the technical-management 

and security profiles of the networks, on the principles of protection of personal data and on the secrecy in 

communications. 
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13. SECTION XIII – DISCIPLINARY MEASURES 

13.1. Consequences of disciplinary infractions 

Disciplinary infractions of the rules of these Regulations may be punished, depending on the seriousness of 

the deficiencies, in accordance with the provisions of the law and / or the National Collective Labour 

Agreement applied, including: 

1. verbally inflicted reprimand; 

2. letter of reprimand imposed in writing; 

3. fine; 

4. suspension from remuneration and service; 

5. disciplinary dismissal and with the other consequences of reasons and law; 

For managers, the current rules of law and / or collective agreement apply, it being understood that, for the 

most serious violations, the Company may proceed with the dismissal of the manager responsible for the 

infringement. 
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14. SECTION XIV – VALIDITY, UPDATING AND POSTING 

14.1. Validity 

This Regulation is valid from the date of signature by the Data Controller below. 

14.2. Update 

This Regulation will be updated whenever the need arises, in the event of technical changes in the Company's 

systems or in the event of legislative changes. 

Any variation of this Regulation will be communicated to the authorized persons. 

14.3. Posting 

This Regulation will be posted on the company bulletin board and / or published on the company intranet for 

greater dissemination and pursuant to the National Collective Labour Agreement applied 
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Annex 4 to the CODE OF ETHICS AND BEHAVIOR 

 

- WHISTLEBLOWING PROCEDURE - 
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Purpose 

The Italian Legislature published in the Official Gazette on March 15, 2023, Legislative Decree No. 24 of March 

10, 2023, thereby providing for the implementation of Directive (EU) 2019/1937 of the European Parliament 

and of the Council of October 23, 2019, concerning the "Protection of persons who report violations of 

national or European Union regulations that affect the public interest or the integrity of the public 

administration or private entity, of which they have become aware in a public or private context." 

 

More Than Access S.r.l. Benefit Corporation (hereinafter the "Company") shares with its employees and 

collaborators and all parties with whom the Company does business that working in accordance with internal 

rules, such as the Code of Ethics and Conduct, procedures and Model 231, and applicable regulations 

(national and European laws) is a duty of all parties. 

 

Consistent with the provisions of Legislative Decree 24/2023, the objective of this procedure is therefore to 

define and establish clear and identified channels of information suitable for guaranteeing the receipt, 

analysis and management of reports - anonymous and confidential - relating to hypotheses of relevant illegal 

conduct in the following sectors/areas: 

• Violations of Model 231 and Code of Ethics adopted by the Company; 

• unlawful conduct relevant under Legislative Decree 231/2001; 

• Administrative, accounting, civil or criminal offenses.  

 

In addition, this procedure is aimed at: 

• ensure the confidentiality of the personal data of the Reporting Party and the alleged perpetrator of 

the violation (Reported Party), without prejudice to the rules governing investigations or proceedings 

initiated by the judicial authorities in relation to the reported facts, or otherwise disciplinary 

proceedings in the case of reports made in bad faith; 

• adequately protect the Reporting Party against retaliatory and/or, direct or indirect discriminatory 

conduct for reasons related "directly or indirectly" to the Reporting; 

• Ensure a specific, independent and autonomous channel for Reporting. 

 

Definitions and abbreviations 

• "Reporting manager" means a dedicated autonomous internal person or office with specifically 

trained staff to manage the reporting channel, or is entrusted to an external entity, also autonomous 

and with specifically trained staff. 

• "Model 231" means the Organization, Management and Control Model adopted by More Than 

Access Benefit Society and defining a structured and organic system of principles, internal rules, 

operating procedures and control activities, with the aim of preventing conduct likely to constitute 

offenses and offenses under Legislative Decree 231/2001. 

• "Whistleblower": An individual who makes an internal or external report or Public Disclosure of 

information about violations acquired within his or her work context. 

• "Reported": Person mentioned in the internal or external report, or in the Public Disclosure, meaning 

a person to whom the violation is attributed or a person otherwise implicated in the reported or 

publicly disclosed violation. 
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• "Reporting": Written or oral communication of information about violations, including well-founded 

suspicions regarding violations committed or that, based on concrete evidence, may be committed 

in More Than Access S.r.l. Benefit Society, as well as elements regarding conduct aimed at concealing 

such violations. 

• "Violations": Behaviors, acts or omissions that violate the 231 Discipline and/or the 231 Model 

adopted at the Company, of which the Reporting Persons became aware in a public or private work 

context. 

 

Scope of application 

The new regulations under Legislative Decree 24/20223 apply to Violations relevant to 231 regulations or 

violations of Model 231. 

 

From an objective standpoint, reports may be on: 

I. unlawful conduct relevant under Legislative Decree 231/2001 and violations of Model 231 and the 

Code of Ethics and Conduct adopted by the Company; 

II. Administrative, accounting, civil or criminal offenses. 

 

Challenges are excluded: 

I. related to a personal interest of the reporter, pertaining to individual labor relations; 

II. On national security and defense; 

III. related to violations already mandatorily regulated in some special sectors (financial services, money 

laundering prevention, terrorism, transportation safety, environmental protection, competition and 

state aid). 

 

Reports may include, but are not limited to: 

• Violations related to worker protection, including accident prevention regulations; 

• alleged wrongdoing, among those set forth in the Company's 231 Model, by corporate officers in the 

interest or for the benefit of the Company; 

• Violations of the Code of Ethics and Conduct, Model 231, and company procedures; 

• Illegal behavior in the context of relations with members of the public administration; 

• Privacy violations and personal data breaches. 

 

Reports taken into consideration are only those that concern facts found directly by the Whistleblower, not 

based on current rumors. Also excluded from the scope of application of the whistleblowing system are 

Reports having to do with complaints and grievances of a personal nature of the Whistleblowers or inquiries 

pertaining to the employment relationship or relations with colleagues and hierarchical superiors. Reports of 

a personal nature or pertaining to the employment relationship may be shared and handled with one's 

superiors. The Whistleblower must not use of whistleblowing the institution for purely personal purposes, 

claims or retaliation, which, if anything, fall under the more general discipline of the 

employment/collaboration relationship or relations with the hierarchical superior or colleagues. 

 

From a subjective standpoint, this procedure applies to the Recipients of Model 231 and/or the Company's 

Code of Ethics and Conduct, i.e., all Company employees who carry out the activities identified as "at risk" of 
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committing a predicate offense as well as external collaborators, understood as both individuals and legal 

entities that collaborate with the Company in carrying out its activities. 

 

Content of the report 

The Whistleblower is required to provide all available and useful elements to enable the competent parties 

to carry out the due and appropriate verifications and investigations to confirm the merits of the facts that 

are the subject of the Report, such as: 

• A clear and complete description of the facts that are the subject of the Report; 

• The circumstances of time and place in which the facts covered by the Report were committed; 

• the generalities or other elements that allow the identification of the person(s) who has/have carried 

out the reported facts (e.g., qualification, place of employment where he/she carries out the activity); 

• Any documents supporting the Report; 

• An indication of any other individuals who may report on the facts that are the subject of Reporting; 

• Any other information that may provide useful feedback about the existence of the reported facts. 

 

Internal reporting channels and management of reports 

The Company has activated its own reporting channels that guarantee, including through the use of 

encryption tools, the confidentiality of the identity of the Reporting person, the person involved and the 

person in any way mentioned in the Report, as well as the content of the Report and related documentation. 

 

Reports can be made through the following Internal Reporting Channels. Specifically, if a Reporting Party has 

reasonable suspicion that one of the violations indicated in Paragraph 2 above has occurred or may occur, it 

has the option of making a Report in the following ways. 

 

I. In written form 

The Reporting Party can access the communication channel implemented by More Than Access S.r.l. 

Benefit Company and can be reached at https://morethanaccess.trusty.report/ and make the Report 

by following the instructions therein.  

 

II. In oral form 

The Reporting Officer has the opportunity to report a violation by requesting an in-person meeting 

with the Reporting Manager appointed by the Company, namely Dr. Muriel Bertomoro.  

 

The Internal Reporting Channels guarantee the confidentiality of the identity of the Whistleblower, the 

reported person and the persons involved in or named in the report, as well as the content of the report and 

related documentation, in accordance with the Whistleblowing Decree, the Privacy Code, the GDPR and 

other applicable data protection laws. 

 

Access for the management of Internal Reporting Channels is restricted solely to the person designated as 

the Reporting Manager, except as otherwise provided in the Whistleblowing Decree. 
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Reports may not be used by the Reporting Manager and any other parties involved in management beyond 

what is necessary to adequately follow up on them. 

 

Upon receiving a Report, the person assigned as the Report Manager: 

• issues the Reporting Officer with an acknowledgement of receipt of the Report (within 7 days of 

receipt of the Report);  

• Assesses the relevance to the scope of application of Legislative Decree 24/2023. It promptly 

forwards it to the Company's Supervisory Board if it concerns reports of unlawful conduct relevant 

under Legislative Decree 231/2001; 

• ensures that the Report is followed up, verifying that interlocutions with the Reporting Party are 

maintained, and collaborates with the Supervisory Board for appropriate internal investigations to 

verify the existence of the reported facts; 

• verifies that feedback is provided to the Reporting Party as soon as possible and, in any case, within 

3 months of receipt of the Report; the feedback consists of the provision of information regarding 

the follow-up given or intended to be given to the Report, including the communication of the 

possible absence of prerequisites for proceeding in the investigation and related dismissal of the 

Report; 

• files and keeps the reports (including anonymous ones) as well as the documents, for one year, if 

filed because they are deemed unfounded and, in other cases, for the time necessary to process the 

report and, in any case, no longer than five years from the date of the communication of the final 

outcome of the reporting procedure, in compliance with the confidentiality obligations enshrined in 

the Whistleblowing Decree, the Privacy Code, the GDPR and/or other applicable data protection 

laws. 

 

All communications between the person appointed as the Whistleblowing Manager and the Supervisory 

Board (or between the Whistleblowing Manager and other internal functions and/or external consultants) 

shall take place in such a way as to ensure the protection of the confidentiality of the identity of the 

Whistleblower and the persons involved or mentioned in the report, in compliance with the provisions of the 

Whistleblowing Decree, the GDPR, the Privacy Code and/or other current and applicable legal provisions on 

the protection of personal data. 

 

Protective measures 

In the case of reports of violations relevant under the Whistleblowing Decree, the following protective 

measures apply:  

• Protection of the confidentiality of the Reporting Party and other protected persons, the Reporting 

Party and the persons mentioned in the Reporting, as well as the content of the Reporting and related 

documentation, in accordance with applicable data protection laws; 

• protection from retaliatory measures: the Company prohibits any retaliation-even if only attempted 

or threatened-against Whistleblowers and other protected persons, carried out by reason of Internal 

Reporting, that causes or may cause, directly or indirectly, unfair harm to such persons; 

Whistleblowers and other protected persons who believe they have been retaliated against may 

notify ANAC through the External Reporting Channel as provided for in the Whistleblowing Decree; 
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• limitations of liability with respect to the disclosure and dissemination of certain categories of 

information specified in the Whistleblowing Decree; 

• support measures provided free of charge by "Third Sector" entities registered in the list established 

at ANAC.  
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ATTACHMENT 6 TO THE CODE OF ETHICS AND CONDUCT 

 

- POLICY ON THE USE OF ARTIFICIAL INTELLIGENCE TOOLS – 

 

PURPOSE, DEFINITIONS AND REGULATORY FRAMEWORK 

 
INTRODUCTION 
This document governs the use of Artificial Intelligence (“AI”) tools within the activities and business processes of More 

Than Access S.r.l. Società Benefit (hereinafter also “MTA” or the “Company”), acknowledging both the opportunities they 

provide in terms of innovation, efficiency, and operational support, as well as the potential regulatory, ethical, 

reputational, and security-related risks. 

Through this Policy, MTA intends to promote the ethical, responsible, transparent, and compliant use of AI, with particular 

reference to Regulation (EU) 2024/1689 on Artificial Intelligence (“AI Act”), Regulation (EU) 2016/679 (“GDPR”), as well as 

any other applicable legal provisions and the principles set out in the Company’s Code of Ethics and Conduct. 

Accordingly, this Policy defines the principles, rules of conduct, and control measures that must be observed by all 

individuals who, for any reason and in any capacity, use AI systems in the performance of company activities. 

 

PURPOSE OF THE POLICY 
This Policy aims to establish a clear, consistent, and structured framework for the responsible use of Artificial Intelligence 

(“AI”) within MTA, ensuring that the AI systems and tools used by the Company comply with applicable national and 

European regulations, as well as with the ethical principles, transparency, security, and accountability standards adopted 

by MTA. 

The Policy also aims to promote the effective, informed, and sustainable use of AI, enabling the Company to seize 

opportunities in terms of innovation, operational efficiency, and business development, while mitigating regulatory, 

reputational, ethical, operational, and cybersecurity risks. 

This Policy supports MTA’s corporate strategy by fostering an innovation-driven approach based on principles of 

responsibility, reliability, and proactive risk management associated with the use of AI. 

 

DEFINITIONS 
This section defines the main terms and concepts used within this Artificial Intelligence Policy (“AI Policy”) in order to 

ensure a consistent and uniform interpretation of the provisions contained herein. 

The evolution of AI technologies and the increasing use of such tools in business processes make it necessary to adopt a 

common language capable of clearly identifying areas of application, responsibilities, risks, and control measures related 

to their use. 
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The definitions included in this glossary shall be interpreted in accordance with applicable laws and regulations, including 

European and national provisions concerning artificial intelligence, personal data protection, cybersecurity, and corporate 

compliance. 

This glossary is intended exclusively for explanatory and operational purposes and forms an integral part of the Policy. 

- Artificial Intelligence (AI): an automated system designed to operate with varying levels of autonomy and capable 

of demonstrating adaptive capabilities after deployment. Based on the inputs received, the system is able to 

generate outputs such as predictions, content, recommendations, or decisions that may influence physical or 

virtual environments, pursuing explicit or implicit objectives; 

- Machine Learning (ML): a branch of artificial intelligence that enables systems to learn from data and improve 

their performance without being explicitly programmed for each individual task. ML models identify patterns and 

correlations within data to generate predictions, classifications, recommendations, or decisions; 

- AI Chatbot: an application based on artificial intelligence systems capable of interacting with users through 

natural written or spoken language, providing responses, content, clarifications, or recommendations based on 

the inputs received; 

- Generative AI: a category of AI systems designed to create new content, including text, images, audio, video, code, 

or other data, based on instructions or inputs provided by users; 

- AI Model: an algorithmic component trained on data that enables an AI system to process information and 

generate outputs; 

- Prompt: instruction, question, or set of data provided by a user to an AI system in order to obtain a specific output; 

- Human Oversight: monitoring, supervision, and intervention activities performed by natural persons over AI 

systems to ensure that outputs are appropriate, compliant with applicable laws, and consistent with ethical and 

corporate principles; 

- High-Risk AI System: an AI system which, due to its intended purpose or methods of use, may significantly affect 

fundamental rights, health, safety, or the interests of individuals, as provided by applicable laws, including 

European AI legislation; 

- Robotic Process Automation (RPA): technology that uses software “robots” to automate repetitive, standardized, 

and rule-based activities normally performed by individuals through IT systems. RPA enables the reduction of 

manual activities, operational errors, and execution times, freeing resources for higher value-added activities; 

- Intelligent Automation: the integration of RPA technologies and AI systems aimed at automating complex 

processes, including those requiring decision-making capabilities, natural language understanding, or the 

analysis of unstructured data. 

-  

REGULATORY FRAMEWORK 
An AI policy, to ensure its effectiveness and applicability, must comply with stringent national and international regulatory 

requirements. 

 

INTERNATIONAL REQUIREMENTS 
This Policy complies with Regulation (EU) 2024/1689 on Artificial Intelligence, which establishes requirements concerning 

the safety, reliability, and transparency of AI systems. It also incorporates the ethical principles promoted by OECD and 

UNESCO guidelines. 
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Regulation (EU) 2024/1689 is based on harmonized rules for the development and placing on the market of AI systems 

within the European Union, with the objective of promoting human-centric and trustworthy AI while protecting the health, 

safety, and fundamental rights of European citizens. This regulation, based on a risk-based approach, applies to providers, 

distributors, and users of AI systems, ensuring their ethical use and prohibiting certain unfair practices such as subliminal 

manipulation, exploitation of vulnerabilities, social scoring, risk assessment based on profiling, and the use of AI systems 

to provoke emotions in the workplace. 

The regulation also promotes the ethical use of AI, establishes sanctions in the event of misuse, and is periodically 

reviewed by the European Commission to ensure its adequacy and relevance. 

The OECD guidelines ensure compliance with certain fundamental ethical principles, including: 

- inclusive growth, sustainable development, and well-being: stakeholders must proactively engage in promoting 

the responsible management of trustworthy AI in order to enhance human capabilities, creativity, and inclusion, 

reduce inequalities, and foster economic growth and environmental sustainability; 

- respect for the rule of law, human rights, and democratic values: industry operators should ensure, throughout 

the entire lifecycle of AI systems, the protection of the rule of law, human rights, and democratic values. To this 

end, operators should implement mechanisms and safeguards, including human oversight, also to address risks 

arising from uses outside the intended purpose or from improper use (intentional or otherwise). Values to be 

respected include, among others, equality and non-discrimination, freedom, human dignity and autonomy, 

privacy and personal data protection, diversity and fairness, social justice, and the protection of workers’ rights 

promoted internationally. Particular emphasis is also placed on addressing the amplification of misinformation 

by AI, while respecting freedom of expression and other fundamental human rights; 

- transparency: transparency in communications relating to AI systems must be ensured; 

- safety and reliability: AI applications should be safe and reliable under normal conditions of use, foreseeable use, 

or misuse. Mechanisms should also be in place to override, repair, or deactivate systems if they cause harm or 

exhibit undesirable behavior; 

- accountability: operators are responsible for the functioning of AI systems; traceability must be ensured to allow 

the analysis of AI system decisions. 

UNESCO proposes guidelines based on: 

- fundamental ethical principles: respect for human rights, inclusiveness, environmental sustainability, privacy 

and data protection, and transparency. Ensuring compliance with these principles requires the establishment of 

laws and regulations protecting privacy, the promotion of AI education and literacy, and ensuring that AI promotes 

gender equality and does not perpetuate discriminatory stereotypes; 

- key challenges: creating training programs and ensuring the protection of sensitive data while safeguarding 

privacy. Achieving these goals requires promoting fairness and inclusion, providing training on the use of AI, and 

encouraging diversity of ideas and inclusion. 

 

NATIONAL REQUIREMENTS 
This Policy complies with the aforementioned Regulation (EU) 2024/1689 as well as Regulation (EU) 2016/679 (GDPR), while 

also ensuring that the use of AI complies with national laws. Although there are currently no specific national regulations 

governing AI, it is evident that AI systems must operate in compliance with fundamental ethical principles and with respect 

for human and workers’ rights. 
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GENERAL PRINCIPLES AND SCOPE OF APPLICATION 

 
ETHICS, TRANSPARENCY, AND HUMAN OVERSIGHT 
MTA is committed to ensuring that all Artificial Intelligence (“AI”) applications are used ethically, responsibly, and 

transparently, in compliance with fundamental human rights and with the aim of strengthening the trust of customers, 

employees, and stakeholders. 

The use of AI systems is based on the principles of transparency, security, proportionality, and accountability, in line with 

Regulation (EU) 2024/1689 (“AI Act”) and with applicable legislation concerning personal data protection. 

In particular, MTA ensures that the use of AI: 

- guarantees an adequate level of human oversight, enabling intervention, verification, and, where necessary, 

correction or interruption of outputs generated by AI systems, particularly where such outputs may affect 

significant decisions or the rights of data subjects; 

- is supported by explainability and output comprehensibility measures, to the extent permitted by the nature of 

the system used, in order to allow users and stakeholders to understand the general logic influencing the outputs 

generated by AI systems; 

- ensures traceability and documentation of relevant uses of AI systems, also for internal audit, risk management, 

and regulatory compliance verification purposes; 

- prevents and mitigates the risk of bias, discrimination, or unfair treatment through controls on data, models, and 

generated outputs. 

 

In this context, MTA’s use of AI complies with the following principles: 

- Non-discrimination: AI systems are used by adopting appropriate measures to prevent, identify, and mitigate 

possible biases, prejudices, or discriminatory effects within data, models, and generated outputs, including 

through periodic reviews and quality controls; 

- Data Protection: AI systems are used in compliance with Regulation (EU) 2016/679 (“GDPR”). MTA adopts 

appropriate technical and organizational measures to ensure the security, confidentiality, and integrity of 

personal and corporate data, preventing unauthorized access, improper use, or non-compliant processing; 

- Transparency: MTA promotes the comprehensibility of AI system usage, ensuring that stakeholders are informed, 

where applicable, about the use of such technologies through clear and accessible notices and, where relevant, 

disclosures regarding interactions with automated systems. 

 

The processing of personal data related to the use of AI systems is governed through specific privacy notices drafted 

pursuant to Articles 13 and 14 of the GDPR. Furthermore, where applicable, the rights of data subjects under Articles 15–

22 of the GDPR are guaranteed, including the rights of access, rectification, erasure, restriction of processing, and 

objection. 

 

RESPONSIBILITY AND HUMAN RIGHTS 
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MTA acknowledges that the use of Artificial Intelligence (“AI”) systems must take place in full compliance with 

fundamental human rights and with the principles of dignity, fairness, and non-discrimination, while promoting individual 

well-being and social progress. 

From this perspective, AI is adopted as a tool supporting social, economic, and workplace inclusion, as well as a means to 

improve the quality of decision-making processes and, where possible, reduce information asymmetries between MTA, 

customers, and other stakeholders. 

The responsible use of AI also enables increased efficiency and effectiveness of business activities, including through the 

automation of repetitive tasks and the rapid processing of large volumes of data, thereby contributing to the enhancement 

of human resources and allowing employees to focus on higher value-added activities. 

However, MTA recognizes that the use of AI may involve significant risks if not properly governed. In particular, AI systems 

may: 

- reflect, amplify, or perpetuate biases or prejudices present in data or models, resulting in direct or indirect 

discriminatory effects; 

- improperly affect decision-making processes relating to natural persons in the absence of adequate human 

oversight safeguards; 

- create risks concerning the protection of personal data, including unauthorized or disproportionate use of 

processed information; 

- be used in a manner that increases the level of control or surveillance over employees or collaborators, 

potentially impacting rights to privacy and personal dignity. 

 

For this reason, MTA is committed to ensuring that the use of AI systems is always accompanied by appropriate 

governance, control, and human oversight measures aimed at preventing negative impacts on fundamental rights and 

promoting a fair, proportionate, and responsible use of technology. 

 

ROLE OF ARTIFICIAL INTELLIGENCE 
MTA promotes the use of Artificial Intelligence (“AI”) systems to support individuals and work activities, with the aim of 

simplifying, optimizing, and improving business processes, without replacing the human role in significant decision-

making activities or restricting workers’ rights. 

In line with a human-centric approach, AI systems are used as tools supporting human beings, intended to enhance 

operational, cognitive, and decision-making capabilities, contributing to organizational well-being and the quality of work. 

The use of AI must in all cases ensure compliance with the principle of human oversight. In particular, decisions generated 

or supported by AI systems must be subject to adequate verification, control, and, where necessary, intervention by 

competent individuals in order to ensure the reliability, accuracy, and consistency of outputs in relation to the context of 

use. 

The use of AI does not in any way exempt personnel from the professional responsibilities connected with the activities 

performed. 

MTA also recognizes the importance of continuous training for employees and collaborators regarding AI as an essential 

element to ensure the informed, effective, and responsible use of available technologies. Training is aimed at developing 

the skills necessary to properly interact with AI systems and correctly interpret their outputs, fostering effective 

collaboration between individuals and technology. 
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RISK MANAGEMENT 
An interactive and continuous risk management system is essential to identify, assess, and mitigate risks to workers’ 

health, safety, and fundamental rights arising from the use of AI. 

The risk management system is intended as an ongoing and iterative process, planned and carried out throughout the 

entire lifecycle of an AI system, requiring constant and systematic reviews and updates. 

It includes the following phases: 

- identification and analysis of known and reasonably foreseeable risks that the AI system may pose to workers’ 

health, safety, and fundamental rights; 

- estimation and assessment of risks that may arise when the AI system is used in accordance with its intended 

purpose or under reasonably foreseeable misuse conditions; 

- assessment of any additional risks deriving from the analysis of collected data; 

- adoption of appropriate and targeted risk management measures aimed at addressing risks associated with the 

use of AI. 

 

Before implementing an AI system, the following risks shall be assessed: 

- privacy: compliance with the GDPR regarding the protection of personal and sensitive data; 

- security: protection against breaches, losses, or unauthorized access; 

- transparency: comprehensibility and clear documentation of AI models, also in compliance with the 

accountability principles set out in the GDPR. 

 

AI GOVERNANCE 
Artificial Intelligence (“AI”) governance refers to the set of roles, processes, controls, standards, and organizational 

safeguards aimed at ensuring that the development, adoption, and use of AI systems take place in a secure, ethical, and 

legally compliant manner, including in accordance with the principles of Regulation (EU) 2024/1689 (“AI Act”). 

An effective governance framework guides the entire lifecycle of AI systems — from initial selection and assessment to 

development or acquisition, implementation, and continuous monitoring — ensuring compliance with principles of security, 

fairness, transparency, data protection, and safeguarding of fundamental rights. 

AI governance includes oversight and control mechanisms aimed at identifying, assessing, and mitigating the main risks 

associated with the use of AI systems, including algorithmic bias, misuse of data, privacy violations, output errors, and 

negative impacts on individuals or decision-making processes. These safeguards are also designed to promote reliable 

and sustainable AI usage capable of supporting innovation while respecting corporate values. 

An ethical and effective governance model requires the coordinated involvement of different business functions, including 

business, IT, compliance, legal, risk management, and internal control functions, as well as users of AI systems, in order 

to ensure an integrated and consistent approach to managing the risks and opportunities associated with AI. 

In this context, MTA adopts a set of governance safeguards aimed at defining roles, responsibilities, and authorization 

levels in the use of AI systems, ensuring that automated or AI-supported decisions are always subject to an appropriate 

level of human control and consistent with the Company’s ethical and regulatory standards. 

 

SCOPE OF APPLICATION 
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This Policy applies to all managers, employees, and collaborators of MTA who, within the scope of their work activities, 

use or interact with AI systems. 

The Policy also applies to suppliers, consultants, and third parties who, in any capacity, develop, provide, or manage AI 

solutions on behalf of MTA, within the limits established by the relevant contractual relationships. 

This Policy applies to all AI systems currently used, implemented, or planned for future adoption by MTA, regardless of 

their delivery method (on-premise, cloud-based, or through third parties) and intended use. 

 

AREAS OF USE 
AI systems may be used by MTA to support a wide range of business activities, including, by way of example and not 

limitation: 

- automation and optimization of business processes; 

- data governance activities, including data management and data quality improvement; 

- support for repetitive administrative activities, operational processes, and back-office activities; 

- data analysis and support for decision-making activities, including predictive analysis; 

- enhancement of customer experience through interaction tools and service personalization. 

-  

Any use of AI systems must comply with the principles and rules defined in this Policy, with particular reference to human 

oversight, data protection, and risk management. 

 

PROHIBITED USES 
It is prohibited to use Artificial Intelligence systems for: 

- processing personal, confidential, or strategic corporate data through tools not authorized by MTA; 

- uploading contractual documents or information subject to confidentiality obligations into AI systems without 

prior authorization; 

- making fully automated decisions producing legal effects or significantly affecting employees, collaborators, 

customers, or business partners; 

- generating discriminatory, misleading, or dignity-infringing content, or content contrary to applicable laws; 

- using AI tools for purposes inconsistent with company activities or in violation of the Company’s Code of Ethics; 

- using public or consumer AI tools that have not been previously approved by MTA. 

 

AI TOOLS CURRENTLY IN USE 
Within MTA, the following AI solutions are currently used, by way of example: 

- Microsoft Copilot: productivity assistant integrated into the Microsoft 365 suite (Word, Excel, Outlook, Teams); 

- OpenAI (ChatGPT and related services): generative AI systems supporting content production, analysis, and 

operational activities; 

- Transkriptor: automatic transcription tool based on speech recognition and AI technologies. 

 

The list of AI solutions used by MTA is subject to continuous updates based on technological developments and business 

needs. 

It is prohibited to install, use, or integrate unauthorized AI tools within MTA systems. 
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PURPOSES OF AI USE 
The use of AI systems by MTA is aimed at: 

- supporting the analysis of data relating to customers, suppliers, business partners, markets, and trends; 

- enhancing and more effectively managing the Company’s information assets; 

- supporting decision-making and operational activities in compliance with the principle of human oversight; 

- supporting the development of innovative, efficient, and competitive services; 

- optimizing internal processes, contributing to the reduction of time, errors, and operational costs; 

- supporting decision-making activities through advanced data analysis and information processing tools; 

- improving the quality of services and business activities; 

- creating added value for customers, employees, business partners, and stakeholders; 

- promoting a corporate culture oriented toward responsible innovation and the informed use of emerging 

technologies. 

 

USE OF AI-GENERATED CONTENT 
Content generated through AI tools intended for external use must be reviewed and approved by the employee or user 

before dissemination. 

Intellectual property rights, copyright, and confidentiality obligations relating to content used or generated through AI 

systems must always be respected. 

 

 

 

OPERATIONAL MANAGEMENT MODEL 

 

ROLES AND RESPONSIBILITIES 
In order to ensure the use of Artificial Intelligence (“AI”) in compliance with the principles of security, transparency, 

accountability, and control defined in this Policy, MTA adopts an operational management model based on the clear 

definition of roles, responsibilities, and supervision levels. 

All individuals involved in the use of AI systems are required to operate in compliance with applicable laws, internal 

company procedures, and the ethical principles adopted by MTA, ensuring the informed, proportionate, and business-

consistent use of AI. 

The AI governance model provides for the coordinated involvement of the competent corporate functions, each within its 

own area of responsibility, in order to ensure adequate levels of supervision, risk management, data protection, 

information security, and monitoring of AI systems used within the organization. 

 

 

MANAGERS AND DIRECTORS 
- Promote the use of Artificial Intelligence in compliance with ethical principles, applicable laws, and this Policy; 

- ensure the adoption of appropriate organizational and control safeguards within their respective areas of 

responsibility; 
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- supervise the implementation and use of AI systems, ensuring an adequate level of human oversight in AI-

supported decision-making processes; 

- foster the dissemination of a corporate culture focused on the responsible, informed, and secure use of AI 

technologies; 

- cooperate with the competent functions in risk assessment, issue management, and the adoption of any 

corrective measures relating to the AI systems used. 

 

PROJECT MANAGERS 
- Coordinate the use and monitoring of AI systems; 

- ensure that their respective teams comply with this Policy with the support of the internal Privacy Officer. 

 

COMPANY PRIVACY OFFICER 
- Verifies compliance of personal data processing with the GDPR and national regulations; 

- monitors the use of data within AI systems, promoting ethical practices and compliance with company policies. 

 

EMPLOYEES AND USERS 
- are required to comply with this Policy when using AI tools; 

- promptly report any anomalies or improper use of AI systems to their supervisors. 

 

USE OF DATA 
The use of aggregated data within Artificial Intelligence (“AI”) systems must comply with applicable personal data 

protection laws, particularly Regulation (EU) 2016/679 (“GDPR”), as well as the principles of lawfulness, fairness, 

transparency, data minimization, and processing security. 

In particular: 

- the use of data for purposes such as training, configuration, testing, and improvement of AI systems, data 

analysis, service development, and support of business activities is permitted, provided that processing is based 

on an appropriate legal basis under the GDPR and that adequate personal data protection measures are adopted; 

- it is not permitted to use AI systems to make fully automated decisions that produce legal effects or similarly 

significantly affect individuals, except where expressly permitted by applicable laws and in compliance with the 

safeguards provided for by Article 22 of the GDPR, including human oversight and the data subject’s right to 

obtain human intervention and contest the decision. 
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TRAINING AND AWARENESS 

 

STAFF TRAINING 
MTA is committed to promoting the informed, ethical, and responsible use of Artificial Intelligence (“AI”) through structured 

training and awareness initiatives addressed to employees and collaborators involved, in various capacities, in the use of 

AI systems. 

In particular, the Company undertakes to: 

- provide periodic AI training programs, with particular reference to principles of responsible use, related risks, 

applicable regulations, and internal company policies; 

- promote awareness regarding the importance of ethical, secure, and compliant use of AI systems, also through 

internal communication activities and continuous updates; 

- encourage the dissemination of a corporate culture based on transparency, security, and accountability in the 

use of AI technologies toward customers, suppliers, and stakeholders. 

 

 

 

SECURITY AND CYBERSECURITY 
 

DATA PROTECTION 
Strict measures are implemented for the protection of personal and sensitive data, in compliance with the GDPR and other 

relevant regulations. 

The GDPR generally establishes a regulatory framework aimed at protecting the personal data of customers and 

employees. 

AI systems must comply with these principles, in particular: 

- transparency and information: data subjects must be informed clearly and comprehensively about the processing 

of their data by AI systems, including any automated decision-making processes; 

- consent and lawfulness: the processing of personal data by AI must be based on a valid legal basis, often in the 

form of explicit consent; 

- data subjects’ rights: data subjects have the right to access, rectify, erase, object to processing, and not be subject 

to automated decisions without human intervention; 

- impact assessment: for AI processing activities presenting high risks, a data protection impact assessment is 

mandatory. 

 

SECURITY MEASURES 
MTA adopts advanced technical and organizational security measures in order to protect Artificial Intelligence (“AI”) 

systems against cyber threats, ensure business continuity, and safeguard the confidentiality, integrity, and availability of 

processed data. 
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These measures are intended to protect the personal data of employees and customers, as well as confidential information 

and MTA’s corporate information assets, reducing the risk of system compromise and manipulation of AI-generated 

outputs. 

In this context, the main types of threats include: 

- Data poisoning: intentional or unauthorized manipulation of the data used to train AI models, potentially 

compromising the quality, reliability, and accuracy of generated outputs. Such vulnerabilities may have 

significant impacts in terms of security, privacy, and reputation. 

- To mitigate this risk, MTA adopts data governance safeguards including verification of source reliability, data 

quality controls, and the implementation of structured dataset validation and cleansing processes. Continuous 

monitoring mechanisms are also implemented to identify anomalies and potential alterations in the data used 

within AI systems. 

- Adversarial attacks: attack techniques aimed at deceiving AI systems through the manipulation of inputs, often 

imperceptible to human users but capable of significantly influencing model behavior and generating incorrect 

or misleading outputs. 

- To mitigate these risks, MTA promotes the adoption of model robustness practices, including input validation and 

control, testing and verification techniques, and training with appropriately diversified or perturbed data to 

improve system resilience. Continuous monitoring of outputs is also carried out to promptly detect anomalies or 

unexpected behaviors. 

- Data exfiltration: unauthorized access to or improper extraction of sensitive, confidential, or restricted data 

processed by AI systems, potentially compromising the confidentiality and integrity of corporate or personal 

information. 

 

This risk is mitigated through the adoption of appropriate cybersecurity measures, including access controls, data 

encryption, environment segregation, and monitoring of system access and activities. 

To ensure data security, the following measures are essential: 

- multi-factor authentication for external access; 

- intrusion monitoring; 

- backup and recovery procedures; 

- staff training; 

- self-learning algorithms capable of detecting and responding to cyber threats in real time; 

- protection against phishing and deepfakes. 

-  

 

VIOLATIONS 

 

POLICY VIOLATIONS 
Compliance with this Policy, applicable laws (including Regulation (EU) 2016/679 – GDPR), and the Company’s Code of Ethics 

is mandatory for all recipients. 
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Any violation of the provisions contained in this Policy constitutes a relevant breach and may result in the adoption of 

corrective and/or disciplinary measures depending on the seriousness, nature, and impact of the violation. 

In particular: 

- Employees and collaborators: violations may result in the application of disciplinary measures provided for by 

applicable laws, the relevant national collective bargaining agreement, and internal company regulations, up to 

and including termination of employment in the most serious cases; 

- Suppliers and third parties: violations may result, where contractually provided, in suspension or termination of 

the contractual relationship, as well as possible claims for damages; 

- Reporting to competent authorities: in the most serious cases, particularly where violations of personal data 

protection or cybersecurity regulations occur, MTA reserves the right to submit the appropriate reports to the 

Italian Data Protection Authority and/or other competent authorities, including judicial authorities. 

 

This is without prejudice to the adoption of any additional organizational and technical measures aimed at preventing the 

recurrence of violations and mitigating their impacts. 
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